MHNOJIUTUKA
00pabOTKH M 3aITUTHI IEPCOHAIBHBIX JAHHBIX M MPAaBHJIa UCIIOJIH30BAHUS
nH(popMaIMOHHOTO pecypca Ypainbckoro popyma «KubepOe3onacHOCTh B
¢dbunancax», 19-21 despansg 2025 r

1 OBILIME IMOJIOXKXEHUA

1.1. Hacrosimas Ilonutrka no o6paboTKe U 3aluTe NePCOHANBHBIX TAHHBIX MPHU
npoBefieHnd Ypanbckoro ¢opyma «KubepOesomacHocTh B (¢unHaHcax», 19-21
despans 2025t (nanee — [lonutuka) onpeaensieT IPUHIUIIBI, LIEJIH, YCIOBUS, CPOKU
1 c1oco0bl 00pabOTKH MEepCOHANBHBIX TaHHBIX (nanee — [1JH), nepedyens kateropuit
cyobexToB [1J[H, nepeuens neicTBuid, ocyuectBisieMbix ¢ [1J[H cyObekTOB, npaBa
cyonrekToB IIJ[H, MepompusTHs IO KOHTPOJIO 3a COOII0JeHHEeM TpeOoBaHUM
3aKkoHoAaTenbcTBa Poccuiickoit ®enepaunun B oTHoueHUM o6Opadotku I[1J[H, a
TaKxke Mepsl 1o 3amure [1/1H.

1.2. Hacrosmas [lonuTtuka npuMeHsieTcs s

- opra"uzaruu mporecca oopadotku IIJ[H B cOOTBETCTBUHU C TpeOOBaHUSIMU
JEUCTBYIOIIETO 3aKOHOAATENbCTBA;

- BBIDAOOTKM  MEp 1O  CBOEBPEMEHHOMY  OOHapyX eHHI0  (PakToB
HecankuuonupoBanHoro noctyna (HCJ) k I1/In u onpenenenus MeponpusiTuil mo
npenorepamenuo HCJ k 11/1x;

- OpraHu3ald KOHTPOJISI 3a OOECIEUYeHHEM YCTAHOBIIEHHOTO YPOBHSA
3amuineHHocTy [1/1H.

1.3. Hacrossmaa IlonnTtuka cocrtaBieHa Ha PyCCKOM si3bIKe. TE€KCT HacTosmien
[TonuTukK Ha aHTJIMICKOM sI3bIKE pa3MelleH Ha caiite https://uralcyberfin.ru.

1.4. OTBETCTBEHHOCTh 3a COOJIIOAEHHWE TpPeOOBAaHUN  3aKOHOJATENbCTBA
Poccuiickoit ®@enepanyu M JIOKaJIbHBIX HOPMATUBHBIX akTOB OpraHu3alnud B
obnactu [1/In HeceT I'eHepanbHbIN TUPEKTOP.

1.5. Hacrostmass Ilonutuka siBIsieTcst  00S3aTE€NbHBIM ISl MCHOJIHEHUS
JOJDKHOCTHBIMU  JutiaMu  Opranuzanv  Opu  pelIeHUuH 3aad  oOecreyeHust
00paboTtku u 6e3omacHoctu [1J1H.

2 OCHOBHBIE TEPMHUHbBI 1 OIIPEJAEJIEHUA

2.1 B mHacrosmen IlonmuTtnke WCHONB3YIOTCS CHEAYHOUIME TEPMHUHBI H
OIpEEICHMUS:

- uH(opMaius - cBeaeHus (COOOIIeHUs, TaHHbIE) HE3aBUCUMO OT (DOPMBI UX
IIPE/ICTABIICHNUS;

- JOKYMEHTHpPOBaHHas MHpoOpManus - 3aQUKCHpOBaHHAs HAa MaTepUaJIbHOM
HOCHUTENE  IyTeM  JIOKYMEHTHpPOBaHUS  HMH(OpManuMu €  PEKBU3UTAMH,


https://uralcyberfin.ru/

MO3BOJIAIONIMMU  ONIPEJEIUTh TaKyr UWHOOpMalMI0 WM €€ MaTepHUalIbHbIN
HOCUTEb;

- MepcoHaIbHbIE JaHHBbIC - Jt00as MH(OpMaIUs, OTHOCSIIASCA MPSAMO WU
KOCBEHHO K ONpPENEIEHHOMY WJIM ONpeaeisieMoMy (pu3ndeckoMy Jiniy (CyObekTy
MEePCOHATBHBIX JIAHHBIX);

- KOH(PUIEHIIUABHOCTh TEPCOHANBbHBIX JAaHHBIX - oOOsi3aTeNbHOE IS
COOJIFOICHUS HA3HAYEHHOTO OTBETCTBEHHOTO JIHUIA, MOJYYUBIIErO JOCTYyI K
MEePCOHATBHBIM JIaHHBIM CYOBEKTOB MEPCOHANBHBIX JaHHBIX, TpeOOBaHHUE HE
JIOMYCKaTh MX paclpocTpaHeHHsi 0e3 corjacus CyObeKTa WM HMHOTO 3aKOHHOIO
OCHOBaHUS,

- omeparop - OOmiecTBO € OrpaHUYEHHOM  OTBETCTBEHHOCTHIO
«OQOOEKTUBHBIE KOMMVYHUKALUW» (MHH 7716792536, OI'PH
5147746475058, agpec 127006, ropox MockBa, BopotHukoBckuii niep., a. 11 ctp.
2, stax 1 mom. 1, koM. 1), caMOCTOSITEILHO WM COBMECTHO C APYTUMH JUIAMHU
opra"usymiiee 1 (MJin) OCYIIECTBISIONINE 00pa0OTKY MEPCOHATBHBIX JaHHBIX, a
TAK)KE€ ONpeNeNdonue 1eld o0padOTKM MEePCOHANbHBIX JaHHBIX, COCTaB
NEPCOHATBHBIX JAaHHBIX, MOJJICKANUX 00paboTKe, JeWcTBuS (omeparun),
COBEpIIAEMBIE C TEPCOHATBHBIMU JAHHBIMU;

- 00paboTka NEpPCOHANBHBIX MAaHHBIX - JII0OO€ JeiicTBUe (omepainus) WiIn
COBOKYITHOCTb JEHCTBUI (omepaliuii), COBEpIIaeMbIX C UCIOIb30BaHUEM CPEICTB
aBTOMaTH3allud WIK O0€3 HCIOJIb30BaHUSI TAaKUX CPEACTB C MEPCOHAIbHBIMU
JAHHBIMU, BKJIOYas cOOp, 3aluCh, CUCTEMaTH3alMIO, HAKOIUICHUE, XpaHEHUe,
yTouHeHUEe (OOHOBJIEHUE, W3MEHEHHE), W3BJICUCHHE, HCIOJb30BaHUE, Meperady
(pacpocTpaHeHue, TMpEeAOCTaBICHUE, JOCTYI), OJIOKMpOBAaHHE, YyIaJCHUE,
YHUYTOXKEHUE NIEPCOHATBHBIX IAHHBIX;

- aBTOMAaTU3UpPOBaHHAsT 00pa0OTKa TMEepPCOHANbHBIX JaHHBIX - 00paboTka
MEPCOHATBHBIX JIAHHBIX C TOMOIIBIO CPEJICTB BHIUNCIUTEIbHON TEXHUKHU;

- pacrpocTpaHeHUEe NEPCOHAIbHBIX JaHHBIX - JIEUCTBUS, HAIpaBICHHbIE Ha
PACKpbITUE MTEPCOHATIBHBIX TAHHBIX HEOMPECICHHOMY KPYTY JIUIL;

- MPEJOCTaBICHUE MEPCOHANBHBIX JaHHBIX - JEUCTBUS, HANpaBICHHBIE Ha
PacCKpbITUE TEPCOHANBHBIX JAHHBIX OMPEACICHHOMY JUIy WIH ONpPEACICHHOMY
KpyTYy JIUIL;

- OJIOKMpPOBAaHUE TEPCOHANBHBIX JAHHBIX - BPEMEHHOE IpEKpalICHUE
00pabOTKH MEpPCOHANBHBIX JaHHBIX (32 HCKIIOUEHUEM CIydaeB, €Ciau oOpaboTKa
HeoOXoMUMa JIJIsl yTOYHEHUS TIEPCOHATBHBIX JaHHBIX);

- YHUUTOKEHUE MEPCOHAIBHBIX JAHHBIX - JEHUCTBUS, B pe3yJIbTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOXHBIM BOCCTAHOBUTH COJIEP’KAHHE MEPCOHAIBHBIX JAHHBIX B
WH(GOPMAIIMOHHON CUCTEME MIEPCOHANTBHBIX JAHHBIX U (WJIH) B PE3YJIHTaTE KOTOPHIX
YHUYTOXKAIOTCA MaTepHaIbHbIE HOCUTEIIN MEPCOHANIbHBIX JaHHBIX;



- nHpOpMAIIMOHHAsT CUCTeMa TEPCOHANBHBIX JaHHBIX - COBOKYIHOCTh
cojiepkaiuxca B 0a3ax JaHHBIX MEPCOHATBHBIX JAaHHBIX U OOECMEUMBAIONIUX HX
00paboTKy MH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB;

- TpaHCTpaHWYHasi  IepejJaya MEepPCOHANbHBIX  JAaHHBIX -  [epejaya
MEePCOHATBHBIX JAHHBIX HA TEPPUTOPUIO HHOCTPAHHOI'O TOCYJapCTBA OPraHy BIacTu
MHOCTPAaHHOTO  TOCYJapCTBa, HHOCTPAaHHOMY  (GU3UYECKOMY JIMIy  WJIHU
MHOCTPaHHOMY IOPUIUYECKOMY JIUILY;

3 OBPABOTKA ITEPCOHAJIBHBIX JTAHHBIX
3.1 IlpuHUUIIBI 00Pa0OTKHU NEPCOHAIBHBIX JAHHBIX

3.1.1 O06pabotka II/IH orpaHuuMBaeTCs JIOCTUKEHUEM KOHKPETHBIX, 3apaHee
OMPEICTICHHBIX U 3aKOHHBIX LIEJIEH.

3.1.2 He nomyckaetcsi o0beanHeHNE 0a3 NaHHbIX, coaepxkamux [1/IH, oOpaboTka
KOTOPBIX OCYIIECTBIISIETCS B IIEJISIX, HECOBMECTUMBIX MEKy COOOM.

3.1.3 OG6pabotke mojiexar Toiabko II/[H, KOTOphle OTBEUAOT MEIIM HX
00paboOTKHU.

3.1.4 Copepxanne u 00beM oOpadatbiBaeMbiX [1/[H COOTBETCTBYIOT 3aBICHHBIM
nensM oOpabotku. OOpabateiBaembie [IJIH He SBISIOTCS HW30BITOYHBIMU TIO
OTHOIICHHUIO K 3asBJICHHBIM IIEJISIM UX 00pabOTKHU.

3.1.5 Tlpu o00paboTKke MEPCOHATBLHBIX JAHHBIX OO0ECTIEYMBACTCS TOYHOCTH
MEePCOHANBHBIX JAHHBIX, UX JOCTATOYHOCTh, @ B HEOOXOIHMMBIX CIIy4yasix H
aKTyaJbHOCTb [0 OTHOILICHUIO K IeJsiM OOpaOOTKH MEPCOHANbHBIX JaHHBIX.
Opranuzanus IpUHUMAET HEOOXOIUMbIE MEPHI, JIN0O 00eCIeUNBAET UX MPUHITHE
M0 yIaJICHUIO WM YTOYHEHUIO HETOIHBIX WM HETOYHBIX JIaHHBIX.

3.1.6 XpaHeHue NepCOHAIBHBIX JAHHBIX OCYIIECTBISIETCA B (popMe, MO3BOJISIONIEH
OMPEeNIeNIUTh CyObEKT MEPCOHANBHBIX IAHHBIX, HE JIOJIBIIIE, YEM 3TOTO TPEOYIOT LIeTHn
00pabOTKH MEPCOHANIBHBIX JAHHBIX, €CIU CPOK XPAHEHUS MEPCOHATBHBIX JTaHHBIX
HE YCTaHOBJIEH (eAepalibHbIM 3aKOHOM WM JOTOBOPOM, CTOPOHOIl KOTOpPOTO,
BBITOJIONIPUOOpETATENIEM WIH TOPYYUTEIIEM MO KOTOPOMY, SIBISIETCA CYOBEKT
MEePCOHAIbHBIX JIAHHBIX.

3.1.7 OOpabatbiBaeMble MEPCOHAIbHBIE JAHHbIE YHUYTOXAIOTCS MO JOCTHKECHUU
uenei oOpabOTKM WIIM B cllydae yTpaTbl HEOOXOJMMOCTH B JIOCTUKEHUU STUX
LeJe, eciii MHOE HE MPEyCMOTPEHO (PeaepalibHbIM 3aKOHOM.

3.1.8 TI/IlH He packpbIBalOTCSI TPETHUM JIHMI[AM M HE pPACHpOCTPaHAIOTCA Oe3
cornacus cyowekra [1/1H, ecnu nHOe He mpeayCcMOTpPEHO PeaepaibHbIMU 3aKOHAMM.



3.2 llesiu 00padOTKHU NEPCOHAIBbHBIX JAHHBIX

3.2.1 OO6paboTka [ 1u npu MPOBEJICHUH VYpanbsckoro dbopyma
«Kubepbe3zonacHocth B (unHancax», 19-21 despans 20251 ocymiecTBiasieTcs B
HEeTsX:

- oOecrieueHus: COONIOZEHUS 3aKOHOJATEIbHBIX M HOPMATHUBHBIX IMPABOBBIX
akToB Poccuiickon denepanuu;

- MOATOTOBKH, 3aKIIOUCHUS, HCIOJHEHHUS U MPEKpaIleHHUs] JIOrOBOPOB C
KOHTpareHTaMu;

- MOATOTOBKM  Oeifmka st ydactus B YpalbckoM  dopyme
«Kubepbe3zonacHocts B punancax», 19-21 despans 2025r;

- oOecrieyeHus MPOMYCKHOTO M BHYTPUOOBEKTOBOIO PEKHUMOB  OOBEKTaX
MIPOBEJICHUS, MEPOINPHUITUAX JEITOBOW MU KYyJIbTYPHOM HPOTPaMMBbl Y PaabCKOTO
dbopyma «KubepbezomacHocTh B (uHaHcax», 19-21 ¢espans 2025r, nmpuemax,
BBICTaBKaX JIEJIOBBIX BCTPEUAX;

- MHQOPMHUPOBAHUS TMOTEHIUAIBHBIX YYACTHUKOB Ypaibckoro ¢dopyma
«KubepbesomacHocts B huHAHCAX», 19-21 deBpans 2025T o cpokax U MeCTe €ro
MIPOBEJICHUS;

- pacchuika HHOOPMAITMOHHBIX COOOIIIECHUMN.

3.3 IlepeyeHb Cy0ObEKTOB MEPCOHAJIBHBIX JAHHBIX

3.3.1 B xone npoBeaenust Ypanbckoro gpopyma «Knubepbe3onacHOCTh B puHAHCAXY,
19-21 deBpans 2025t ocymecTBisieTcss 00pabOTKa CHEAYIOUUX KaTeropui
cyobexToB [1/1H:

- y4acTHUKH Ypanbckoro ¢popyma «KubepbesonacHocTh B puHaHcaxy», 19-21
deBpans 2025r;

- criukepbl Ypansckoro (opyma «KubepOesomacHocTh B (uHaHcax», 19-21
deBpans 2025r.

3.4 Ilepeyenb 00padaTbIBaeMbIX MEPCOHAJIBLHBIX TAHHBIX

3.4.1 Ilepeuenb oOpabaTeiBaeMbix [1/IH ompenensieTcss B COOTBETCTBUU C YUETOM
ueneit oopadotku [1/1H, ykasanHbix B Hactosiien [lonutuke, n BKIOYaeT B ceds
CJeAYIONINE JaHHBIE:

- (haMuIIUs, UMS1, OTUYECTBO (IIPU HATTUYUN);

- KOHTAKTHBIE TaHHbIE (HOMEp MOOUIIbHOTO TenedoHa, aapec MEKTPOHHON MOUTHI);
- CBEJICHHUA O TEKYILIeM MEeCTe padOoThl U 3aHUMAEMOMN JTOJKHOCTH;

- ¢poTorpadus;

- (haiinel cookie.



3.5 Cpokn 00padOTKM MEePCOHATBHBIX TAHHBIX

3.5.1 O6pabotka IIJIH ocymiecTBisieTcsl 10 JOCTHKEHUSI MOCTABICHHBIX Ielen
00pabOTKH IEPCOHATBHBIX TAHHBIX, €CJIH CPOK 0OPaOOTKHU MEPCOHATBHBIX JaHHBIX
HE YCTaHOBJIEH (eaepalibHbIM 3aKOHOM WM JIOTOBOPOM, CTOPOHON KOTOPOTO,
BEITOZIOTIPUOOpETATEIEM WA TOPYYHTETIEM IO KOTOPOMY, SIBISIETCS CYOBEKT
MEPCOHANLHBIX JTAHHBIX.

3.6 Yci10Bus1 00padOTKH NEPCOHAIBbHBIX JAHHBIX

3.6.1 Oo6padotka II/1H ocymecTBisieTcs ¢ cornacus cyobekra [1/[H Ha 00paboTKy
ero [1/1H.

3.6.2 Cornacue cyonekrta [1JIH, moanucanHoe MpPOCTON JIEKTPOHHOM MOAIUCHIO
MIPU3HAETCS AJIEKTPOHHBIM IOKYMEHTOM, PABHO3HAYHBIM COTJIACUIO, TOJAMUCAHHOMY
coOCTBEHHOPYUHOM noAnuckio cyobekTa [1/H.

3.6.3 Cornacue cyuTaeTcss NOANMCAHHBIM IPOCTON SJIEKTPOHHOW MOAIKCHIO U
MOJIHOCTHIO MJEHTUYHBIM aHAJOTMYHOMY JOKYMEHTY Ha OyMa)KHOM HOCHTENe, a
MpoCTast JIEKTPOHHAs! moANUCh cyobekTa [1/[H paBHA 110 3HAUMMOCTH (B TOM YHUCIIE
U IOPUIUYECKOM) ero cOOCTBEHHOPYYHOM MOAMMCH, C MOMEHTA IPEAOCTABICHUS
KO/J1a, IOJIy4eHHOTO B SMS-CO00IIEHUH WM B 3JIEKTPOHHOM MUCHME, B TOM CIIyyae,
€CJIM KOJl HallpaBlieH Ha HoOMep TeinedoHa WIM aJpec SJIEKTPOHHOW IOYTHI,
ykazanHblii CyobexTom [1/1H.

3.64 @akr noanucaHusA dBJEKTpoHHOro jgokymeHta CyoObexktom I1/n
YCTaHABIIUBAETCA ITyTEM COMOCTABICHUS CAEAYIOIUX CBeAeHUI: PaMUiny, UMEHH,
oTuecTBa (MPU HAJTUYUHU), KOAA, UCIOJIB3YEMOIO ISl MOAMUCAHUS 3JIEKTPOHHOTO
JIOKyMEHTa, noiyueHue OneparopoM CBEICHHUM O JaTe WM BPEMEHHU HalpaBICHUS
KOJIa Ha HOMEp TeseOoHa WA aIpec IIEKTPOHHOW MOUTHI, yKa3aHHbINH CyOBheKTOM
[1/11; Homepa Tenedona nmm agpeca 3JIeKTPOHHOM MOYTHI, yKazaHHOTO CyOBheKTOM
[1/1H.

3.6.5. CyOpwextr IIJlH Hecer pHCK HACTYIUIGHHS BCEX HEOIArONMpPUSITHBIX
MOCJEACTBUNA, KOTOPhIE MOTYT HACTYyIUTh B CBA3U C Iepefayedl TpeTbUM JIUIaM
SIM-kapThl, KOTOpas 00eCIeYnBacT BO3MOXKHOCTh HMCIIOJB30BATh YKa3aHHBIA UM
HOMep TenedoHa, JoCTyna K YKa3aHHOMY MM SIIIUKY 3JIEKTPOHHOUW MOYTHI, B TOM
YHUCJI€ PUCKH, CBS3aHHBIE C HETOOPOCOBECTHHIMU WJIM HE3AKOHHBIMH ACHCTBHUSIMU
TPETHUX JIUI], KOTOPHIE CMOTJIM MOJYYUTh JOCTYII K BBIIICYKa3aHHOW HH(MOPMAIIUU.
3.6.6 Opranuzanmsi BIpaBe Mopy4duTh 00padbotky [1/In apyromy auiry ¢ cormacus
cyowekra II/IH, ecnm wHOEe HE mpemycMOTpeHO ¢eaepalbHbIM 3aKOHOM, Ha
OCHOBaHUHU 3aKIOYaeMOTr0 C OSTHUM JIMIIOM JIOrOBopa (Jajsee — MOopydyeHue
omeparopa). Jlurmo, ocymecrtpistomee oopadorky I1/In mo mopyuenuto oneparopa,
00s13aH0 CcOOMIOaTh TPHHIMNBI U 1enu o0pabotku [I/lH, mpemycmoTpeHHBIE



Hactosimierd [lomutukon m ®3 «O mnepcoHanpHBIX [OaHHBIX». B mnopyuyeHun
oreparopa onpeneNsatoTcs nepeueHs aeiictruil (onepauuii) ¢ I1JH, koTopbie OyyT
COBEpIIAThCA JIUIIOM, OCYHIECTBISAIOMMUM 00padoTky IIJIH, u mnenu oOpaboTKH,
YCTaHABIIUBAETCA OOS3aHHOCTh TAaKOTO JIMIAa COOMI0JaTh KOH(PUAEHIMUATBHOCTD
I11T1 u o6ecnieunBath 6e30nacHocTh [1/]H mpu ux 00paboTke, a TaKkKe yKa3bIBatOTCS
TpeboBaHus K 3amure oopadbaTeiBaeMbix [1J]IH B cooTBeTcTBUU cO cTaTheld 19 @3
«O mepCcoHAIbHBIX JAHHBIX).

3.7 Crioco0b1 00padOTKH NMEePCOHATBHBIX JAHHBIX

3.7.1 O6pabotka IIJI[H ocymecTBisieTcss TMyTeM AaBTOMAaTU3UPOBAHHOW U
HEaBTOMATU3UPOBAHHOM (CMEIIaHHOM) 00pa0OTKU NMEPCOHATBHBIX TaHHBIX.
3.7.2 Tpaucrpannunas nepenayva [1/[H He ocyuiecTBiseTCS.

3.8 [IlepeueHb AelcTBHH, OCYHIECTBJSIEMbIX C NEPCOHAJIbLHBIMH JAaHHBIMHU
CyObeKTOB

3.8.1 OOpaboTka TEpPCOHAIBHBIX  JIAaHHBIX  BKJIOYaeT B  ce0s  cOop,
CHCTeMaTHU3alNI0, HAKOIICHUE, XpaHEeHHE, yTOUHeHHE (OOHOBIICHUE, U3MEHEHUE),
UCIIOJIb30BaHuE, Nepeaavy (mpeocTaBlieHue, JOCTYI), OJOKUPOBAaHUE, YaleHUE,
yHuutoxkenue [1/]H, ncrnpapnenue ommooK.

3.9 IIpaBa cy0beKTa NEePCOHANBbHBIX JAHHBIX

3.9.1 Cyobextsl [1/lH uMeroT mpaBo Ha MoJiydeHUE UH(POpPMAIUU, Kacarolleucs
00paboTKH €ro NePCOHANBHBIX JJAHHBIX, B TOM YHCIIE COJIEpKAIICH:

- noATBepxkaAeHUE (hakTa 00pabOTKU NEPCOHANBHBIX JAHHBIX ONEPATOPOM;

- MPaBOBbIC OCHOBAHUS U 1€JIM OOPAOOTKHU MEPCOHATBHBIX IAHHBIX;

- LeTu U TMPUMEHSIEMBbIE OINEepaTOpPoOM CIOCOObI 0OPabOTKU MEPCOHATBHBIX
JTAHHBIX;

- HAaUMEHOBAaHHWE W MECTO HAXOXJCHUS OIepaTopa, CBEACHUA O Julax (3a
HCKJIIOYEHUEM paOOTHUKOB ONepaTopa), KOTOPhIe UMEIOT AOCTYII K MEPCOHATBLHBIM
JAHHBIM WM KOTOPHIM MOTYT OBITh PAaCKpBIThl MEPCOHAILHBIE JIaHHBIE Ha
OCHOBAHUU JIOTOBOpA C ONEPATOPOM WJIM Ha OCHOBAHHUM (eJIepaTbHOTO 3aKOHA;

- oOpabaTtbIiBaeMbie MEPCOHAJIbHBIC JIaHHBIE, OTHOCSIIIIHECS K
COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHANIBHBIX TAHHBIX, UCTOYHUK UX MOJTYyYCHHUS,
€CIM WHOM TOPSAOK NPEACTaBICHUS TaKuUX JAHHBIX HE MPelyCMOTPEH
benepabHBIM 3aKOHOM;

- CpOoKHu 00pabOTKH MEPCOHANIBHBIX JAHHBIX, B TOM YUCJIE€ CPOKU UX XPAHECHUS;



- MOPSIAOK  OCYIIECTBIEHUS CYOBEKTOM TMEPCOHANIBHBIX JIAaHHBIX IIPaB,
npenycMoTpeHHbIX D3 «O nepcoHaNbHBIX TaHHBIX;

- HaUMEHOBaHWE WM (amMuiauio, UM, OTYECTBO U aJpec JIHIIa,
OCYILECTBIISIIONIET0 00pabOTKy NEPCOHAIBHBIX JIAHHBIX IO MOPYUYEHUIO ONEepaTopa,
ecau o0paboTKa MopydeHa win OyJeT NopyueHa TakoMy JIUILY;

- HHbIe CBelneHus, npeaycMorpeHHble @3 «O mepcoHaNbHBIX JAaHHBIX» WIIH
IpYyruMu (peepaibHbIMU 3aKOHAMU.

3.9.2 IIpaBo cyowekta IIJ]In Ha moctym k ero IIJIH MoxkeT OBITH OTpaHMYEHO B
COOTBETCTBUH C (peiepalibHbIMU 3aKOHAMH, B TOM YHUCJE €CJIH JIOCTYyH CyOBheKTa
IT/In k ero I1/IH HapyIaeT npaBa U 3aKOHHBIE HHTEPECHI TPETHUX JIUL.

3.10 IHopsimok 00pPadOTKN MEPCOHAJIBbHBIX JAHHBIX

3.10.1 WUcrounuku nonyuenus 11/1x:
- cyobekt [1/1H;
- 3aKOHHBIN TIpeacTaBuTeNb cyonekra I1/1H.

3.10.2 Opranuzanmsi He UMEET TpaBa Moixy4daTh U oOpabateiBaTh [1JIH cyObekTa
[IJ/In o ero pacoBoii, HAIMOHAIBLHOW MPUHAJICKHOCTH, MOJUTHYECCKUX B3TIISIIAAX,
PENMUTUO3HBIX WU GUI0CODCKUX YOSKICHHUSIX, THTUMHOM JKU3HU.

3.10.3 B ciyuae ucnons3oBanus s monydeHust [1JIH ¢opm, pacrmonoxeHHBIX B
CepBUCax Ha WHTEpHET-caiiTe Ypansckoro ¢opyma «KubepOesomacHOCTh B
dunancax», 19-21 despans 2025t mo aapecy: https://uralcyberfin.ru/ru

- OCYILIECTBIISIETCS.  BO3MOXHOCTh ~ O€CHpPEMSITCTBEHHOTO  O3HAKOMJICHUS
cyobekta I[1/ln ¢ [lonmutrkoi 0OpaOOTKM M 3alUTHl MEPCOHANBHBIX JAHHBIX WU
MpaBUJiaMH HUCIOJIb30BaHUs WH(OPMAIIMOHHOTO pecypca Ypaiabckoro Qopyma
«Kubepbe3onacHocts B puHancax», 19-21 despans 2025r;

- [I/In mepenaroTcss Ha O0OpPabOTKY TOJBKO MOCIE MOJYYEHHs] COrjacus
cyobekta I[1Jln Ha 06pabotky ero II/JIH, myTeM mpoCTaBiIeHUs COOTBETCTBYIOIIETO
3HaKa (raJIoyku) B OpMe pEerucTpalii Ha COOTBETCTBYIOIIEH CTPAHUIIE UHTEPHET-
caiita Ypansckoro ¢opyma «KubepOezomacHocTh B puHaHcax», 19-21 deBpans
2025t .

3.10.4 Opranuzanus nonay4daeT [I/IH oT camoro cyObeKkTa Win €ro npeicTaBuTes,
MOCJ€ TMOJYyYeHHs] OT TAaKOro CyOBbEKTa WM €ro MpeACTaBUTENs, COrjlacus Ha
o0pabotky ero I1J[H, ecnu HHOE HE OTOBOPEHO JACHCTBYIOIINM 3aKOHOIATEILCTBOM
Poccuiickoit @enepanum.

3.10.5 O6pabotka IIJIH MOXET OCYHIECTBIATHCS MCKIIOYHUTEIBHO B IEISX,
YKa3aHHbIX B II. 3.2. Hactosumen [lonutukn.



3.10.6 I1/In cyObekTOB 00pabaThIBAIOTCS U XpaHATCS B MH(OOPMALIMOHHON cHCTEME
MepPCOHANBHBIX JaHHBIX Ypanbckoro ¢popyma «KubepbezonacHoCTh B (puHAHCAXY,
19-21 despans 2025r.

3.10.7 Ilonp3oBaTensiM HUHPOPMAIMOHHON CHUCTEMBbl MEPCOHATBHBIX JIAHHBIX
VYpansckoro ¢popyma «KubepbezonacHocts B puHancax», 19-21 despans 2025t
3alpellleH0 3aMuChiBaTh M XPAHUTh HAa BHEIIHUX (OTYYXKJIA€MbIX) HOCHUTEISAX
MH(pOpMAIHIO, COIEPKALLYIO IEPCOHAIBHBIEC JAHHBIE.

3.10.8 [Ipy mnpuHATHM pelIeHUM, 3aTparuBaroluXx uHTepechl cyObekta I[1/1H,
Opranuzanusi HE HMEET IIpaBa OCHOBBIBATHCS Ha TNEPCOHANBHBIX JIAHHBIX,
MOJIYYEHHBIX UCKIIIOUUTENILHO B PE3yJIbTaTE UX aBTOMATU3UPOBAHHON 00pabOTKH.
3.10.9 Ilpu nepenaue I/l Opranuzanus o00s3yercss cOOMIOAATH CIEAYIONIUE
TpeOOBaHUA:

- HE COoO00IIaTh NEpPCOHANbHBIE JaHHBIE CYOBEKTa MEPCOHANBHBIX JAaHHBIX
TpeTbeil CTOpOHE 0€3 €ero corjacus, 3a HCKIOYEHHEM CIIy4daeB, KOIJIa 3TO
HEOOXOJMMO B LENSAX MOPEAyNPEexIACHUS Yrpo3bl JKU3HU U 3J0POBbI0 CYObEKTa
MEePCOHAIBHBIX JAHHBIX, a TaKXe B CIy4yasiX, YCTaHOBJICHHbIX (ellepaabHbIMU
3aKOHAMU;

- NpeAynpenuTh JIMI, TOJYYUBIIUX [EPCOHANbHBIE [laHHbIE CYOBEKTa
MEePCOHAIBHBIX JAHHBIX, O TOM, YTO 3TU JaHHbIE MOTYT ObITh UCHOJb30BAHbI JUIIb
B LEJAX, [ KOTOPBIX OHU COOOIIEHBI, U TpeOOBATh OT ATUX JIUIl TOATBEPKACHUS
TOT0, YTO 3TO MPABUIIO COOJIIOICHO.

3.10.10 B cnydae BbISIBICHHS HENPABOMEPHBIX ACHUCTBUU C MEPCOHAIBHBIMHU
naHHbiMA Opranu3zanus 00si3aHa yCTpaHUTh JOMYIIEHHbIE HapylleHus. B ciyuae
HEBO3MO>XHOCTH YCTPAHEHHUS JOMYUIEHHbIX HapyuieHuid OpraHuzaiusi B CPOK, HE
npeBbImamuii 3 (Tpex) padouux HEW C JaThl BBIABICHUS HEMPABOMEPHOCTHU
JENUCTBUI C MEPCOHAIBHBIMU JJAHHBIMH, 00sI3aHa YHUUTOKUTh TAKUE MEPCOHAIIbHbBIE
JAHHBIE.

3.10.11 OO0 ycTpaHeHMHM JOMYUIEHHBIX HAapyLIEHUH HIM 00 YHHUUYTOKEHHH
MepcoHaNbHBIX JaHHbIX Opranuzaius 0053aHa YBEIOMUTh CYObEKT NEPCOHATBHBIX
JAHHBIX, a B Cclly4ae, €ciIu oOpalleHue WM 3anpoc ObUIM HalpaBlICHbI
YIOJHOMOYEHHBIM OpPTaHOM M0 3alIUTE MpaB CyObEKTOB MEPCOHATBHBIX JAaHHBIX,
TaKKe YKa3aHHBIM OpraH.

3.10.12 [IepcoHaIbHBIE JAHHBIE YHUYTOXKAKOTCS B CIy4dasixX:

- JOCTH>KEHUS LieNield 00pabOTKH NEPCOHAIBHBIX JIAaHHBIX;

- OT3bIBa CYOBEKTOM MEPCOHATBHBIX JAHHBIX COIJIacUsi Ha 00pabOTKYy CBOMX
MEePCOHATBHBIX JIAHHBIX.

3.11 AKTya.HI/I3aIII/Iﬂ, HCIIPABJCHHEC, YIAJCHHUEC U YHHUYTOKCHUEC MICPCOHATBHbBIX
JAaHHbIX, OTBE€THI HA 3aIIPOChI Cyﬁ'LeKTOB Ha 10CTYII K I€EPCOHAJIBbHBIM JaHHBIM



3.11.1 B cnyuae noarBepxxaenus ¢axra Hetounoctu [I/IH nnm HEempaBoMepHOCTH
ux 00pabOTKH, MePCOHATBHBIE JaHHBIE TIOJIEXKAT UX aKTyaJu3aluy onepaTopom, a
00paboTKa JT0KHA OBITh MPEKpallleHa.

3.11.2 Cyobexr II/ln (YmOJTHOMOYEHHBIH OpraH) B CBSI3U C OOHApYKEHHEM
HerouHocTH [I/IlH w/wim HempaBOMEpPHOCTH UX OOpPaOOTKM HAIpPaBISET 3amnpoc
(oOpamienue) cnemyromiero coaepxkanus «I1J{n HexoppekTHbl» u/min «O6padoTka
[I/ln HempaBoMepHa» ¢ ykazaHuem ¢amunuu  cyobekta II/lH um cocraBa
HEKOPPEKTHBIX CBEJCHUM.

3.11.3 CyOBeKkT mnepcOHaJbHBIX JAHHBIX OT3BIBACT COTJIACHE MYTEM JHYHOTO
oOpallleHHs] WM HaMpaBlICHUs MUCHMEHHOTO OOpallleHHs ¢ ykKazaHue (pamumuwy,
UMsl, OTYECTBA, 1aThl U MECTA POXKACHUS CYObEKTA MEPCOHATBHBIX TaHHBIX.

3.11.4 HanpaBnenre cyObEKTOM NEPCOHANBHBIX TAHHBIX MUCbMEHHOTO O0OpAIlICHUS
OCYILIECTBIISIETCSL:

- B DJIGKTPOHHOM BHJI€, B TOM u4ucie B (opMe 3JIEKTPOHHOTO JIOKYMEHTA,
MOAMUCAHHOTO  MPOCTOM  BJIEKTPOHHOW  MOANUCHIO  WIM  YCUJIECHHOU
KBaTU(UIIMPOBAHHOM 3JIEKTPOHHOM MOMNMKUCKIO) 10 aapecy info@uralcyberfin.ru;

- TOYTOBBIM COOOIIEHHEM - Mo ajapecy: wuHaekc 127006, ropoa Mocksa,
BoporHukosckuii tiep., 1. 11 ctp. 2, atax 1 mom. 1, kom. 1.

4 3SAHIMTA ITEPCOHAJIBHBIX TAHHBIX CYBBEKTOB

4.1 OcHOBHbIE MEPONPHUATHSA MO 00eceYeHU 0 0e30MACHOCTH MEPCOHAIbHBIX
JTAHHBIX

4.1.1 OGecneuenune 6e3zonacHoctu [I/IH mpu ux oO6paboTke HOCTHraercs IyTeM
HCKJIIOYEHUsI HECAaHKIIMOHUPOBAHHOIO, B TOM UHUCIIe ciydaiHoro, goctymna K [1/1H,
pPEe3yIAbTAaTOM KOTOPOTO MOXKET CTaTh YHHUUYTOXXEHUE, W3MEHEHHE, OJIOKHUpOBaHMUE,
KonupoBaHue, pacnpoctpanenue IIJ[H, a Takke WHbIE HECAHKIMOHUPOBAHHBIC
nevictus ¢ I1/]H.

4.1.2 Mepomnpusatus 1o obOecnedeHuto Oe3omacHocTu [IJIH ompenensiorcs B
3aBUCUMOCTH OT YPOBHSI 3allIMIIEHHOCTH MepcoHanbHbIX AaHHBIX B UCIIH ¢
Y4ETOM BO3MOXHOTO BO3HUKHOBEHHUSI YIPO3 KU3HEHHO BaXXHBIM HHTEpEcaM
JUYHOCTH, O0OIlleCTBAa U TOCYapCTBA.

4.1.3 PeanusyroTcsi Mepbl, HaMpaBICHHbIE Ha BHINIOJIHEHUE TpeOOBaHUH,
ycTtaHoBIEeHHBIX D3 «O nepcoOHANBHBIX JAHHBIX»:

- nonyuyeHue cornacuii cyobektoB IIJlH Ha o6paborky ux II[In, 3a
HCKJIIOUCHUEM CIIy4aeB, MPEIYCMOTPEHHBIX 3aKOHOMATENbCTBOM Poccuiickoi
denepanuu;

- Ha3HAYeHUE OTBETCTBEHHOTO 3a opraHuzaiuio oopadotku [1/H;

- Ha3HAauYC€HHE OTBETCTBEHHOTO 3a oOecnedyeHue o6e3zomnacHoctu [1/1H;



- MPUHSATHE JIOKAITHHBIX HOPMATUBHBIX aKTOB B 00J1aCTH 00paOOTKU U 3aIUTHI
I11H;

- MIPUMEHEHHUE MPABOBBIX, OPTAHU3AUOHHBIX U TEXHUYECKUX MEP MO 3aIUTE
I1/Ia B cooTBeTCTBHMM C TpeOOBaHUAMH K 3amtute [1]1H;

- OCYILIECTBIICHUE BHYTPEHHEr0 KOHTPOJsSI COOTBETCTBUSI 00paboTku [1/1n @3
«O mepcoHaNbHBIX JAHHBIX» U MPUHIATHIM B COOTBETCTBUU C HUM HOPMATHBHBIM
MpaBOBBIM akTaM, TpeOoBaHusaM K 3amure [I/{H, monutmke Opra"Hu3anuu B
otHomieHun oOpabotku I[I/[H, a Takke JIOKAJIbHBIM HOPMATHUBHBIM aKTam
Opranuzanuu B 061actu 00padoTku 1 3anuthl [1/]H;

- OCYILIECTBIICHUE OLICHKH BPeaa, KOTOPbIA MOXKET ObITh IPUUYUHEH CYyObEKTaM
[1/In B cnyuae HapymeHuss @3 «O nepcoOHANbHBIX JaHHBIXY;

- 03HAaKOMJICHHE JIUII, HETTOCPEACTBEHHO OCYLIECTRIAONMX 00padboTky [1/1H, ¢
MOJIOKEHUAMU 3aKoHojarenbcTBa Poccuiickor ®enepanuu o I1IH, B ToM yucie
TpeOoBanussMu K 3amute [I/IH, AOKymMeHTaMH, ONpEeAeisSIONMMHU TOJHUTHKY B
oTHoleHnH 00paboTku I[1/1H, TOKaIbHBIMU HOPMATUBHBIMU aKTaMH IO BOIIPOCaM
00pabOTKHU MEPCOHATBHBIX JAHHBIX;

- npuMeHeHne mep st BocctaHoBieHus [1/1H, mMomudunmpoBaHHBIX WU
YHAUYTOXXECHHBIX BCJIEICTBUE HECAHKIIMOHUPOBAHHOI'O JOCTYIA K HUM;

- YCTaHOBJIEHHE 3amnpera Ha nepenady [[J[H 1Mo OTKpBITEIM KaHaIaMm CBS3M 3a
npenensl KOHTPOJMPYEMOW 30HBI 0€3 TPUMEHEHHsI YCTAaHOBJICHHBIX MeEp II0
obecneuenuto 6e3onacuoctu I1/1H.

4.2 Mepbl 32a1IUTHI IEPCOHAIBbHBIX JAHHBIX

4.2.1 PasrpaHnueHue TMOJHOMOYMH JOCTyla K NEPCOHAJIbHBIM JAaHHBIM,
oOpabatbiBaeMbiM B HMHGOPMAIMOHHON CHUCTEME MEPCOHAIBHBIX JIAHHBIX
VYpansckoro ¢popyma «KubepdbezonacHocts B punancax», 19-21 pespans 2025t .
4.2.2 Jlng 3ammThl BXOJa Ha aBTOMATU3UPOBaAaHHOE pabouee MeCTO MPUMEHSIOTCS
JOTUH W TMapoJyib, WHIWBHUAYaJbHbIC IJI1 KaXXJIOro MOJb30BaTeNsl. 3alura OT
HECAHKI[MOHUPOBAHHOI'O JOCTYyNa OCYILIECTBIAECTCA C HMCIOJIB30BAHUEM CPEICTBA
3alUThl UHPOPMAITUH.

5 OPT'AHMU3AIIUA PABOT 110 3AINUTE II/TH

5.1 Paoorsl mo 3amute I1/IH opraHu3yroTcs ¢ y4eToM CJIeIyIUUuX OCHOBHbIX
NMPUHIUIIOB:

- KOMIUIEKCHBIM MOAXO0/T K MOCTPOCHHUIO CUCTEMBI 3a1uThl [1/1H;

- HCMOJIb30BAHUE CPEJICTB 3AIINUTHI, HE YXYAIIAOIIUX CYyIIIECTBEHHO OCHOBHBIE
XapaKTEePUCTUKN UH(GOPMAITMOHHOM CUCTEMbI IIEPCOHATBHBIX JaHHBIX;

- obOecrnieueHue KOHTPOJis 3PHEKTUBHOCTH CpeACTB 3amuThl [1/1H.



5.2  HemnocpenctBeHHOE PyKOBOJCTBO pabOTaMu MO CO3JaHUIO, SKCIUTyaTalluu 1
COBEpIICHCTBOBaHUIO cucTeMbl 3amuthl [IJlH Ha VYpaasckom dopyme
«KubepbeszonacHocth B (unHancax», 19-21 deBpans 2025r ocyiiecTBiser
OTBETCTBEHHBIH 3a obecreueHne 6e3onacHoctu [1]1H.

5.3 Opranuzanusi BBIIOJHEHHUS PAOOT MO YCTAHOBKE, HACTPOWKE W BBOAY B
AKCIUTyaTalUI0 MPOrPAMMHBIX U MPOrPaMMHO-ANMaPaTHBIX CPeACTB 3amuThl [1J1H,
pa3paboTKe OpraHU3aIlMOHHBIX Mep o 3ammTe [I/IH U KOHTPOIIO 3a COCTOSITHUEM
cucteMmbl 3amuthl [1J[H B wHGOpMALMOHHONW CHUCTEME TEPCOHAIBHBIX JTaHHBIX
VYpansckoro ¢popyma «KubepbezonacHocts B puHaHcax», 19-21 despans 2025t
BO3JIaraeTcsi Ha OTBETCTBEHHOIO 3a o0ecreueHne 0e30MacHOCTH MEePCOHATBbHBIX
JTAHHBIX.

6 KOHTPOJIb 3A COBJIIOJEHUEM TPEGEOBAHUMH
3AKOHOAATEJIBCTBA POCCHUHUCKOU OEJEPAIINA B
OTHOLIEHUHU OBPABOTKH II1H

6.1 Kontponp 3a cobmrogeHueM TpeOOBaHUI 3akoHOAaTenbCcTBa Poccuiickoi
®enepanuu B o6aactu [1JIH mpou3BOAUTCS C 1IEIIBIO:

- MPOBEPKU COOTBETCTBUSA 00padboTku [1/IH qaHHBIM TpeOoBaHUsM;

- MPOBEPKU COOTBETCTBUS MpUMEHsieMbIXx Mep mo 3ammute [IJIlH agaHHBIM
TpeOOBaHUSM;

- NPUHATUS MEp, HaNpaBICHHBIX Ha BBISIBJICHUWE U MPEJAOTBpAILCHUE
HapylIeHU JaHHBIX TPEOOBAHMUIA;

- BBISIBIICHUS] BO3MOXKHBIX KaHanoB yTeuku [1/{H;

- YCTPAHEHUS MOCIEICTBUM BO3MOXXHBIX HAPYIIEHUM.

Kontpons 3a cobmiogeHuem TpeboBaHUM 3akoHOJarenbcTBa Poccuiickoit
Oenepanuu B obnactu oOpabotku IIJ[H Bozmaraercs Ha OTBETCTBEHHOTO 3a
opra"uzaiuo oopadorku I1/1H.

7 KOHTPOJIb COCTOAHUA SAINMIIEHHOCTHU ITIH

7.1  KoHTponb cOCTOSIHHMS 3amuIIeHHOCTH I[I/[H OCyIIEeCTBIAETCA C LENbIO
CBOEBPEMEHHOTO BBISBIICHHS U MPEAOTBPALLCHUS HECAHKIIMOHUPOBAHHOTO JOCTYTIA
Kk [IJIH, nmpenHaMepeHHBIX MPOTPAMMHO-TEXHHUYECKUX BozaeucTBui Ha [IJIH u
OIeHKHU 3(PHEKTUBHOCTH MX 3AIUTHI.

7.2 KOHTpOAb  3aKIOYAETCA B  MOPOBEPKE  BBINOJHEHUS  IPABOBBIX
3aKOHOJIaTEJIbHBIX M HOPMATHUBHBIX AKTOB MO Bompocam 3amuTel [1/[H, a Takxe B
OLICHKE 00OCHOBAHHOCTU U 3(PHEKTUBHOCTU MPUHSITHIX Mep 3amuThl [1/H.

7.3 Tlo pe3yibTratam KOHTpOJS Jaercs olieHKa 3(()EKTUBHOCTH MPUHSATHIX MeEp
samutel [IJ{H. 3amura [1/IH cuuraetrcs a3 PekTUBHON, €ClIu TPUHUMAEMbIE MEPBI



COOTBETCTBYIOT YCTAaHOBJIEHHBIM TpeOOBaHUsM M HOpMaM. HecooTBeTcTBHE Mep
YCTaHOBJIEHHBIM TPEOOBAHMIM U HOpMaM 1o 3amute [1/{H sBisieTcss HapyleHueM.
PesynbraTel aHanu3za NEPUOANYECKOTO KOHTPOJSA, YCTAHOBJIEHHBIE IPUYMHBI
HapylIeHUH, pEKOMEHAALNN IO UX YCTPAHECHMIO CIIy)KaT OCHOBOW Il IPHUHATHUSA
COOTBETCTBYIOIINX PELICHUN.



