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NO/TUTUKA
06paboTKM U1 3aWMTbl NEPCOHA/NbHbIX AAHHbIX M NPaBUAa UCMO/b30BaHMUA
nHdopmMaLMoHHOro pecypca OCHOBHOM Nporpammbl Ypanbckoro ¢opyma «KnbepbesonacHoCTb B GUHaHCax»,

18-20 ¢peBpana 2026

1 OBLLME NOJTOXKEHUA

1.1. Hactoswaa Moantmnka no o6paboTke 1 3amTe NEPCOHAbHbIX AaHHbIX NPU

nposegeHnn meponpuatna « OCHoBHaa nporpamma Ypanbckoro ¢opyma "KnbepbesonacHocTb B GMHaAHCax'"»,
18-20 ¢eBpanna 2026 (nanee — MonuTtrKa) onpeaensaer NPUHLMUMbI, LLeJn, YCI0BUA, CPOKM U cnocobbl 06paboTKku
NepcoHanbHbIX AaHHbIX (ganee — M/H), nepeyeHb KaTeropuii cybbektos MNH, nepeyeHb AENCTBUN,
ocyuwecteaaemblx ¢ MAH cybbekToB, npaBa cybbekToB MH, MeponpusaTua no

KOHTpO/0 3a cobatopeHnem TpeboBaHnit 3akoHogaTenbcTBa Poccuiickon ®epepaumm B oOTHOWEHUN 06paboTKm
MNAH, a Tak»Ke mepsbl no 3awmTte MNAH.

1.2. Hacrosauwana Noantuka npumeHaeTca Ana

- opraHu3auum npouecca 06paboTkun MNAH B cOOTBETCTBMU C TPEOOBAHNAMMNAENCTBYIOLLErO 3aKOHOA4ATe/1bCTBaA;

- BbIpabOTKM Mep Mo CBOEBPEMEHHOMY OOHapyKeHMIO GaKTOB HeCAaHKLIMOHUpPOBaHHoro goctyna (HCA) kK NAH w
onpegeneHma meponpuaTnii no npegotepawienunto HCA k NAH;

- OpraHM3aummn KOHTPoAA 3a obecneyeHnem yCTaHOBIEHHOIO YPOBHA 3awmLLeHHocTH MNAOH.

1.3. HacTtosiwas Moantmnka coctaB/iieHa Ha PYCCKOM A3blKe. TeKCT HacToAweln MoANTUKN Ha aHIIMACKOM A3blKe
pa3melleH Ha calTe https://uralcyberfin.ru/.

1.4. OTBETCTBEHHOCTb 3a cobntogeHne TpeboBaHUIM 3aKkoHOAaTeNbCTBa Poccuiickon Pepepaumm U NOKaNbHbIX

HOpPMaTUBHbIX akToB OpraHmnsaunm B obnactu MOH HeceT FeHepanbHbIM ANPEKTOP.
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1.5. HacTtoAwasn Monutunka asnsetca ob6sasaTeNnbHbIM A8 UCMONHEHWUA AOMKHOCTHBIMU Anuamu OpraHusaumm
npu peweHnn 3aga4 obecneveHna obpaboTtkm n 6esonacHoctu MAH.

2 OCHOBHbIE TEPMWHbI U ONPEAENEHUA

2.1 B HacToAwe MNonnTnke NCNoNb3yrTcA ceayrowme TEPMUHBI U onpeaeneHuns:

- tHbopMaumA - cBeaeHMA (cOObLWEHNA, AaHHbIE) HE3aBMCUMO OT GOPMbI UX

npeacTaBneHus;

- JOKYMEHTUPOBaHHas MHPopMaLmUs - 3adUKCMPOBaAHHAA Ha MaTepUaibHOM

HocuTene nyTem [AOKYMEHTUPOBAHMA WMHOOPMALMM C PEKBM3UTaMM, NO3BONAKOWMMM ONpPeaenvTb TaKyk
MHPOPMALMIO UM ee MATEPUAJIbHBIN HOCUTEND;

- MepCcoHanbHble AaHHble - Ntobaa MHGOPMALMA, OTHOCALLAACA NMPAMO MAW KOCBEHHO K ONpeseneHHOMY Uau
onpegensemomy pusnyeckomy amuy (Cy6beKTy NnepcoHanbHbIX AaHHbIX);

- KOHOUAOEHUMANbHOCTb MNepCOoHaNbHbIX AaHHbIX - obfA3atenbHoe Ana  cobnogeHnA  Ha3HaAYeHHOoro
OTBETCTBEHHOrO /NMLA, MNONYYMBLUErO AOCTYN K NEePCOHA/NIbHbIM AAHHbIM CyObEeKTOB MEepPCOHAsbHbIX AaHHbIX,
TpeboBaHMe He AONYCKaTb UX pacnpocTpaHeHna 6e3 cornacua cybbekTa nam MHOro 3aKOHHOTO OCHOBAHMSA;

- onepatop - ob6WEeCcTBO C OrpaHUYEeHHOM OTBeTCTBEHHOCTbl «IPPEKTUBHBIE KOMMYHUKALUUN» (MHH
7716792536, OlPH 5147746475058, aapec: 101000, r.Mocksa, BH.TEP.I. MYHWULIUMAJNIbHbIA OKPYT
BEACMAHHbIN, nepeynok MoTanoBcKuii, 4. 5, CTp. 2), CAMOCTOATEILHO UM COBMECTHO C ApYrMmu

ML @MU opraHusyollee n (nun) ocyuwecteasarowme 06paboTKy NepcoHanbHbIX AaHHbIX, a TaKXKe onpegenstoume
uenn obpaboTKM NepcoHaNbHbIX AAHHbIX, COCTAaB NEPCOHAbHbIX AaHHbIX, NoAnexawmx 0bpaboTke, AencTBUA
(onepauymm), coBepluaemble ¢ NEPCOHaNbHbIMM AaHHbIMU;

- 06paboTKa NepcoHasbHbIX AaHHbIX - Nt0boe AencTene (onepaums) UaM COBOKYNHOCTb AENCTBUI (onepauuit),
COBEpLUAEMbIX C MCNO/b30BAHMEM CPeACTB aBTOMATM3auUMM MAM 6e3 UCNOo/Ib30BaHMA TaKUX CPeacTB C
NepcoHaNnbHbIMMU AaHHbIMKM, BKAtOYas cHop, 3anucb, CUCTEMATM3ALMIO, HAKOMJIEHME, XPaHEeHWe, YTOYHeHue
(obHOBNEHME, U3MEHEHME), M3BNEYEHWE, WCMONb30BaHMe, nepefayvy (pacnpocTpaHeHue, NpefoCcTaB/eHME,

Aoctyn), 610KMpoBaHWeE, yaaieHUe, YHUUTOXKEHNE NEPCOHAIbHbIX AAHHbIX;
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- aBTOMaTM3MpoOBaHHAA 06paboTKa NepcoHaNbHbIX AaHHbIX - 06paboTKa NEePCOHaNbHbIX AAHHbIX C MOMOLLbIO
CpPeacTB BblYUC/IUTENBHOM TEXHUKM;

- pacnpocTpaHeHWe NepcoHanbHbIX AAHHbLIX - AEACTBMA, HAaNPaBAEHHbIE Ha PACKPbITUE NEePCOHANbHbIX AAHHbIX
HeonpeaeneHHOMY Kpyry auu;

- NpefocTaBAeHNe NepPCOHANbHbIX AAHHbIX - AEUCTBUA, HAaNPaBAEHHbIE HA PACKPbITUE NEePCOHA/bHbIX AAHHbIX
onpeaeneHHoOMY INLY UIU ONpeseneHHOMY Kpyry nl;

- BNOKMPOBaHME MEePCOHANbHbIX AaHHbIX - BpeMeHHOe npekpaleHre 0b6paboTKM NepcoHanbHbIX AaHHbIX (3a
WCKNOYEHWEM CNyYaEeB, ecin 06paboTKa HeobxoaMMa ANA YTOUHEHUA NEPCOHANbHbIX AaHHbIX);

- YHMUTOXKEHME MepCOHANbHbIX AaHHbIX - AENCTBMA, B pe3y/ibTaTe KOTOPbIX CTAHOBUTCA HEBO3MOMKHbIM
BOCCTAHOBUTb COAEep¥KaHWe MepCoHasIbHbIX AAHHbIX B MHPOPMALMOHHOM CUCTEME NEPCOHAJIbHLIX AAHHbIX M
(nnn) B pesynbTaTe KOTOPbIX YHUUYTONKAKOTCA MaTepUasibHble HOCUTEIM NEPCOHA/bHbIX AaHHbIX;

- MHPOPMALMOHHAA CUCTEMA MNEPCOHaNbHbIX AAHHbIX - COBOKYMHOCTb coAeprKawmxca B 6as3ax AaHHbIX
NepcoHanbHbIX AaHHbIX M obecneymBaloWwmx MX 06paboTKy MHOOPMALMOHHDLIX TEXHOMOIUIA U TEXHUYECKUX
cpencTs;

- TPaHCrpaHW4YHas nepegayvya NEepPCcoHasbHbIX AAHHbIX - Mepegada MNepcoHaNbHbIX AAHHbIX Ha TEPPUTOPUIO
MHOCTPAHHOrO rocyAapcTBa OpPraHy BAACTM MHOCTPAHHOIO rocy4apcTBa, MHOCTPAHHOMY GU3NYECKOMY ANLy UK
MHOCTPAHHOMY OPUAUYECKOMY TNLLY;

3 ObPABOTKA NEPCOHA/JIbHbIX AAHHbIX

3.1 MpuHUKUNbI 06paboTKM NEepPCOHANbHbIX AAHHbIX

3.1.1 O6paboTka MNAH orpaHUYMBaETCA SOCTUMKEHNEM KOHKPETHbIX, 3apaHee onpeseneHHbIX U 3aKOHHbIX Lenen.
3.1.2 He ponycKkaeTca obbeanHeHne 6a3 gaHHbIX, cogepawmx MOH, o6paboTKka KOTOPbIX OCYLLECTBASETCA B
LLeNAx, HECOBMECTUMbIX MexXAay coboin.

3.1.3 ObpaboTke nognexat TonbKo MN[H, KOTopble OTBEYAIOT LLENAM UX 06paboTKu.

3.1.4 CopepraHue n obbem obpabaTbiBaembix MH COOTBETCTBYIOT 3aAB/I€HHbIM

101000, r. Mockea,
OnepaTtop popyma [MoTanoeckui nep.,
000 «3PPEKTKOMM» @ uralcyberfin.ru 4.5 ctp 2, opunc 305



Q, 8 800 500-69-70

KWBEPBE3OMACHOCTb Q 8 495 260-19-93
B ®UHAHCAX

VPANTBCKNIA DOPYM 8 info@uralcyberfin.ru

uenam obpaboTtkn. ObpabaTtbiBaemble MAH He ABAAKOTCA M3ObITOYHBIMM MO OTHOLIEHUIO K 3aAB/IEHHbIM LLeNAM
nx obpaboTKu.

3.1.5 Mpu o6paboTKe nepcoHaNbHbIX AaHHbIX obecneymBaeTca TOYHOCTb MNEPCOHasbHbIX AaHHbIX, MX
AOCTATOYHOCTb, @ B HEOOXOAMMBbIX C/TY4aAX M aKTYaZbHOCTb MO OTHOLWIEHMIO K Lenam 06paboTKmM nepcoHanbHbIX
AaHHbIX. OpraHM3auma NnpuHUMaeT HeobxoaMmble Mepbl, IMO60 obecneynBaeT UX NPUHATME NO YAANEHUIO NN
YTOYHEHWIO HEMOHbIX UM HETOYHbIX AAHHbIX.

3.1.6 XpaHeHWe nepcoHaNbHbIX AaHHbIX OCyWecTBAAeTcA B ¢Gopme, MNO3BOAANOWEN onpeaenvtb CybbekT
NepCcoHaNbHbIX AaHHbIX, HE A0/blUe, YeM 3TOro TpebytoT uenrm o6paboTKM NepcoHanbHbIX AaHHbIX, €CAU CPOK
XPaHEeHWA NepPCOHasbHbIX AAHHbIX He YyCTaHOBAeH deaepanbHbiM 3aKOHOM UAN AOTOBOPOM, CTOPOHOM KOTOPOTO,
BbIrogonpuobpeTaTenem UamM NopyYynTenem no KOTopomy, ABAAETCA CYOBbEKT NepCoOHasbHbIX AaHHbIX.

3.1.7 ObpabaTtbiBaemble NepPCOoHasIbHble AaHHbIE YHUUTOXKAIOTCA MO AOCTUKEHUM Lene 06paboTkM Unm B ciydae
YyTPaTbl HEOBXOAMMOCTU B AOCTUKEHUWN ITUX LeNeN, eCIN MHOEe He NpeaycMoTpeHo deaepanbHbiM 3aKOHOM.
3.1.8 NMOH He pacKpbIBaOTCA TPETbUM INLLAM U HE pacnpocTpaHAtoTcA 6e3 cornacua cybvekTa MNAH, ecam nHoe
He npeaycMoTpeHo deaepasibHbIMMU 3aKOHAMMW.

3.2 Uenn 06paboTkn nepcoHaNbHbIX JaHHbIX

3.2.1 O6pabotka MOH npu nposegeHUn meponpuatns «OCHOBHaA nporpamma YpanbcKoro ¢opyma
«KnbepbesonacHocTb B puHaHcax» 18-20 deBpana 20265 ocyLLECTBASETCA B LLEAX:

- obecneyeHua cobnogeHMA 3aKOHOAATENbHbIX M HOPMATUBHbIX NPaBOBbIX

aKkToB Poccuiickoin Pepepaunu;

- NOArOTOBKM, 3aKOYEHMA, UCMONHEHNA U NPEKPALLEHMA AOTOBOPOB C

KOHTpareHTamu;

- NOAroTOBKM belarka ana yyactns B meponpuatum OCHoBHas Nporpamma

YpanbcKkoro popyma «KnbepbesonacHocTb B puHaHcax», 18-20 despana 2026r;
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- obecneyeHnsa NPOMNyCKHOro U BHYTPUOOBEKTOBOrO PEXMMOB 0ObEKTaX NPOBEAEHUA, MEPONPUATUAX AEN0BOM
N KyNbTypPHOM nporpammbl meponpuatna OcHoBHaa nporpamma Ypanbckoro popyma «KnbepbesonacHocTb B
dnHaHcax», 18-20 ¢pespana 2026 r, npruemax, BbICTaBKax 4eN0BbIX BCTPeYax;

- MHOOPMMPOBAHUA MOTEHLMANbHBIX Y4aCTHUKOB meponpuatna OCHOBHaA nporpamma Ypanbckoro ¢dopyma
«KnbepbesonacHocTb B dnHaHcax», 18-20 deBpans 2026 r o cpoKax U MecTe ero npoBeaeHus;

- paccbiika UHPOPMALMOHHbIX COObLLEHUN.

3.3 NepeyeHb cy6bEKTOB NEPCOHA/IbHbIX AAHHbIX

3.3.1B xoae nposegeHma meponpuatua OCHoOBHaa nporpamma Ypanbckoro ¢opyma «KmnbepbesonacHocTb B
duHaHcax», 18-20 ¢peBpana 2026 r ocyuwecTensetcs 0b6paboTka cneayowmx kateropmuii cybbekTos MAH:

- y4acTHMKM OCHOBHOM nporpammbl Ypanbckoro popyma «KnbepbesonacHocTb B puHaHcax», 18-20 despana
2026T;

- cnukepbl OCHOBHOM Nporpammbl Ypanbckoro popyma «KnbepbesonacHocTb B puHaHcax», 18-20 despans 2026
r.

3.4 MNepeyeHb 06pabaTbiBaembiXx NEPCOHANbHbIX AaHHbIX

3.4.1 NepeyeHb obpabatbiBaembix MH onpeaenseTca B COOTBETCTBUM C yHETOM

uene o6paboTku MNAH, yKasaHHbIX B HacToAlen MNonnTmke, 1 BKAOYAET B cebn

cnegyrouwme gaHHble:

- daMunua, maA, 0T4eCTBO (NPU HANUYUK);

- KOHTaKTHble AaHHble (HoMep MobuabHOro TenedoHa, aapec 31eKTPOHHOM NoYTbI);

- CBeAEHMA O TeKyLwemM mecTe paboTbl M 3aHMMAEMOW A0/IKHOCTH;

- poTorpadus;

- pannbl cookie.

3.5 Cpoku 06paboTKM NepcoHaNnbHbIX AAHHbIX

3.5.1 O6paboTka MN[H ocywiecTBnseTca A0 AOCTUMNKEHMA MNOCTAB/EHHbIX Lenei ob6paboTKM nepcoHasbHbIX

ZAaHHbIX, eC/IN CPOK 06PabOTKM NEPCOHA/bHBIX AaHHbIX HE YCTaHOBEH dpeaepasibHbIM 3aKOHOM W/IN L,OFOBOPOM,
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CTOPOHOM KOTOPOro, BbIrogoNpuobpeTaTeNieM UAM  MNOPyYMTENIEM NO KOTOPOMY, ABNAAETCA CybbeKT
NepCcoHaNbHbIX AAHHbIX.

3.6 YcnoBua 06paboTku nepcoHanbHbIX AaHHbIX

3.6.1 ObpaboTka MAH ocywecTBaaeTca ¢ cornacua cybvekrta MNAH Ha 06paboTKy ero MNAH.

3.6.2 Cornacue cybbekTa MAH, nognucaHHOE MPOCTON 3NEKTPOHHOM MOAMWUCHIO MPWU3HAETCA 3/IEKTPOHHbLIM
AOKYMEHTOM, PaBHO3HAYHbIM COF/1Iacuto, NOAMMCAaHHOMY COBCTBEHHOPYYHOM NOANUCHIO cybbeKTa MAH.

3.6.3 Cornacve cymTaeTcsa MNOAMMCAHHLIM MPOCTON 3NEKTPOHHOM MOAMUCHIO W MONHOCTbIO WAEHTUYHBIM
aHaNOrMYHOMY AOKYMEHTY Ha BymaxKHOM HOcUTene, a NPOCTan 3NEeKTPOHHAA noanuck cybbvekTta MNAH paBHa no
3HAYMMOCTM (B TOM YNCAE N LOPUAMYECKON) ero COBCTBEHHOPYYHOM NOAMMUCK, C MOMEHTA NPeAOoCTaBAEHNA KOAa,
nonyyeHHoro B SMS-coobuweHnn nnmn B aNEKTPOHHOM MUCbME, B TOM C/ly4ae, eCv Kog, Hanpas/ieH Ha Homep
TenedoHa UIn afipec 3/IEKTPOHHOM NOYTbI, yKa3aHHbIM Cybobektom MNAH.

3.6.4 ®aKT nognucaHMa 3NeKTPOHHOro AoKymeHta Cybbektom [[H ycTaHaBAMBAETCA MyTEM COMOCTaBAEHMA
cnepywowmx ceegeHmin: Pamunmm, UMeHun, otT4yecTsa (NpPW HannumMK), KoAa, UCNOAb3YeMoro gasa NoanucaHuA
3NEeKTPOHHOI0 AOKYMEHTA, nonyyeHne Onepatopom CBeAEeHUM O AaTe U BpeMEHM HanpaBaeHUA KoAa Ha HO-
mep TenepoHa AN aapec 3NEeKTPOHHOM NoYTbl, yKasaHHbIM CybbekTom MAH; Homepa TenedpoHa nam agpeca
3/IEKTPOHHOM NOYTbI, YKazaHHoro Cybbektom MAH.

3.6.5. Cy6bekT MOH HeceT pUCK HacTyneHUA Bcex HeGNAaronpMATHbIX NOCAeACTBUIN, KOTOPbIE MOTYT HAaCTyNUTb B
CBA3U C Nepeaayden TpeTbMm Anuam SIM-KapTbl, KOTopasa obecneynBaeT BO3MOXKHOCTb MCNOb30BaTb YKa3aHHbIN
UM Homep TenedoHa, A0CTyna K YKazaHHOMY UM ALLMKY 3NEKTPOHHOM NOYTbI, B TOM Yncie

PUCKM, CBA3AHHble C HeA0OPOCOBECTHLIMU MAM HE3AKOHHbIMU OEeNCTBUAMWU TPETbUX NNL, KOTOPble CMOIAM
NOAYYUTb AOCTYN K BbllleyKa3aHHOM MHbOPpMaLUK.

3.6.6 OpraHusauma snpase nNopy4untb ob6paboTky MAH apyromy nuuy c cornacua cybwvekrta MNAH, ecam nHoe He
npeaycMmoTpeHo deaepasibHbIM 3aKOHOM, Ha OCHOBaHMM 3aK/JOY4AEMOro € 3TUM AINLOM AoroBopa (aanee —

nopydyeHue onepartopa). /uuo, ocywecteaatowee obpaboTky MNAH No nopyyeHuto onepaTopa, 0683aHo
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cobnoaatb NpUHUMNBLI M uenn ob6paboTkm MOH, npepycmoTpeHHble Hactoswen Monutnkon m d3 «O
NepcoHaNbHbIX AaHHbIX». B mopyyeHMn onepaTopa onpeaenarTca nepedyeHb aenctsuii (onepaumin) ¢ MAH,
KoTopble byayT coBepLIaTbCa NLOM, OCyLLEeCTBAAOWMM 06paboTky MNAH, U uenn obpaboTkM, ycTaHaBIMBaAETCA
06A3aHHOCTb TaKoro anua cobntogatb KoHPUaeHumanbHocTb NAH 1 obecneunsaTb 6e3onacHocTb MOH Npu KX
06paboTKe, a TaKKe yKasbiBatoTcA TpeboBaHUsA K 3awmTe obpabaTbiBaembix MOH B COOTBETCTBMM CO CTaTbel 19
@3 «O nepcoHanbHbIX AaHHBIXY.

3.7 Cnocobbl 06paboTKN NepCcoOHaNbHbIX AaHHbIX

3.7.1 ObpaboTKa MNAH ocyuwecTBAAETCS NyTeM aBTOMaTU3MPOBAHHOMW M HEaBTOMAaTU3NPOBAHHOW (CcMellaHHOWN)
06paboTKM NepPCoHasIbHbIX AAaHHbIX.

3.7.2 TpaHcrpaHunyHaa nepegaya MNMAH He ocywecTBaseTcA.

3.8 MNepeyeHb AeNCTBUIA, OCYLLECTBAAEMbIX C NEPCOHANbHBIMMU AAHHbIMU CY6beKToB

3.8.1 ObpaboTKa NepcoHasbHbIX AaHHbIX BKAOYaeT B ceba cbop, cmctemaTusaumio, HaKoNJeHne, XpaHeHue,
yTouyHeHue (0bHOBNEHME, U3MEHEHMNE), UCMOIb30BaHKE, Nepesady (NpepocTaBneHme, 4ocTyn), 6A0KMpoBaHMe,
yaaneHue, yHnytoxeHue MOH, ucnpasneHme ownobOK.

3.9 Npasa cybbekTa NepcoHaibHbIX AAHHbIX

3.9.1 Cy6bekTbl NAH MMmetroT NpaBo Ha noaydyeHue nHGopmaumm, Kacarowenca

06paboTKM ero NepcoHanbHbIX AAHHbIX, B TOM YUCNE COAEPMKALLEN:

- noaTeepaeHne Gpakta 06paboTKM NepcoHaNbHbIX AaHHbIX ONEPaTOPOM;

- NpaBOBble OCHOBAHUSA U LLenn 06paboTKM NepPCOHANbHbBIX AAHHbIX;

- LLe/IM M NPUMEHsieMble onepaTopom cnocobbl 06paboTKM NepcoHaNnbHbIX

OAHHbIX;

- HaMMeHOBaHWE W MeCTO HAXOXAEHWA onepaTopa, CBeAEHWs O Nuuax (3a McKaouYeHMem paboTHMKOB
onepartopa), KoTopble UMEIT AOCTYN K NEPCOHA/IbHbIM

AAHHbBIM MW KOTOPbIM MOTYT ObITb PAaCKPbITbl NEPCOHaNbHbIe AaHHbIE HAa OCHOBAHWM A0roBOpa C ONepaTopom

WM Ha OCHOBAHUK delepanbHOro 3aKoHa;
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- obpabaTbiBaeMble NepPCOHasibHble AaHHble, OTHOCALLMECA K COOTBETCTBYHOLWEMY CyOBbeKTy NepCcoHasbHbIX
AAHHbIX, UCTOYHUK WX MOJIyYEHMA, €CNM MHOW MNOPALOK MPeACTaBlAeHWUs TaKUX OaHHbIX He npeaycMOTpeH
denepanbHbIM 3aKOHOM;

- CPOKM 06paboTKM NepCoHaNbHbIX AAHHbIX, B TOM YMUC/IE CPOKM UX XPaHEHMSA;

- NOPAAOK OCYLLECTBAEHUA CYObEKTOM NepCOHaNbHbIX AAaHHbIX NpPaB, NpeaycMoTpeHHbIX 3 «O nepcoHanbHbIX
OAHHbIXY;

- HaMMeHOoBaHue UaAM GaMUAnIo, UMA, OTYECTBO U afpec NMua, ocyllecTeaAowero o06paboTKy NepcoHasibHbIX
AaHHbIX NO NMOPYYEHMIO onepaTopa, ecnm o6paboTka NnopyyeHa uam GyaeT nopyveHa Takomy AunLLy;

- NHble cBeAeHusA, npeaycMmoTpeHHblie @3 «O nepcoHaNnbHbIX AAHHbIX» UK

apyrumu deaepanbHbIMU 3aKOHaAMMU.

3.9.2 MpaBo cybbekTta MNAH Ha goctyn K ero MNAH MmoxKeT ObiTb OrpaHUYEHO B COOTBETCTBMU C peaepasnibHbIMU
3aKOHamu, B TOM yncne ecam goctyn cybbvekta MNAH K ero MNAH HapywaeT npaBa U 3aKOHHble MHTEpPeChl TPETbUX
g,

3.10 Nopapok 06paboTKn NepcoHaNbHbIX AaHHbIX

3.10.1 UcToYHUKKM nonydeHua MNOH:

- cybbeKT MNAH;

- 3aKOHHbI NpeacTaBuTenb cybbekrta MAH.

3.10.2 OpraHuzauua He MMeeT npaBa nosyyatb M obpabatbiBath MAH cybbekta MNJH 0 ero pacosoi,
HaUMOHA/IbHOM NMPUHAANEXKHOCTU, MOAUTUYECKUX B3FNAAAX, PEAUTMO3HLIX MAN GUAOCODCKUX YyBEeXAEHUAX,
MHTUMHOWM KU3HW.

3.10.3 B cnyyae mcnonb3oBaHuA ana nonydeHua MNAH Gopm, pacnosioKeHHbIX B CEPBUCAX HA MHTEPHET-canTe
meponpuatMa OcHoBHan nporpamma Ypanbckoro ¢popyma "KubepbesonacHoctb B puHaHcax", 18-20 deBpans

2026r no agpecy: https://uralcyberfin.ru/
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- OCYLLEeCTBAAETCA BO3MOMXKHOCTb 6ecnpensaTcTBEHHOrO 03HaKomaeHuA cybbekTa MNAH ¢ MoanTnkoit 06paboTku m
3aWMTbl MEPCOHaNbHbIX AAHHbIX W NpPaBUMAAMKM  MCNONb30BaHUA MHPOPMAUMOHHOrO pecypca OCHOBHOM
nporpammbl Ypanbckoro ¢popyma «KnbepbesonacHocTb B dnHaHcax», 18-20 deBpana 2026r;

- NAH nepepatoTca Ha 06pPabOTKY TOMbKO NOCaAe NoJsiydyeHus cornacua cybbvekTa MNAH Ha ob6paboTky ero MNAH,
nyTem NpPocCTaB/ieHMA COOTBETCTBYIOLLLEro 3HaKa (rasoykn) B Gopme perncrpaumm Ha COOTBETCTBYHOLLEN CTPaHMULE
NHTepHeTcalTa meponpuatna OcHoBHasA nporpamma Ypanbckoro ¢opyma "KnbepbesonacHocTb B dpuMHaHcax",
18-20 ¢peBpanna 2026r .

3.10.4 OpraHuszauna noayyaet MNLH oT camoro cybbeKkTa Uan ero npeacraBuTens,

nocsie NONy4YeHUs OT TaKoro cybbekTa MAM ero npeacTaBuTena, cornacua Ha o6paboTky ero MAH, ecnv nHoe He
OrOBOPEHO AENCTBYHOLWMM 3aKOHO4ATENBCTBOM

Poccuiickoit Pepepaumn.

3.10.5 O6paboTtka MOH MOXKET OCYLLEeCTBAATLCA UCKAOYUTENBbHO B LENAX, YKasaHHbIX B M. 3.2. HacToALlleMn
Monntmkn.

3.10.6 NAH cybbeKkTOoB 06pabaTbiBatOTCA U XPaHATCA B MHOOPMALMOHHOMW CUCTEME MEPCOHANbHbIX AaHHbIX
meponpuatua OcHoBHan nporpamma Ypanbckoro ¢opyma "KnbepbesonacHocTb B ¢puHaHcax", 18-20 despans
2026r.

3.10.7 MNonb3oBaTenam MWHPOPMALMOHHON CUCTEMbBI MEPCOHANbHbIX AaHHbIX MeponpuaTna OcCHOBHasA
nporpamma Ypanbckoro ¢opyma "KubepbesonacHocTb B ¢uHaHcax" 18-20 despana 2026r. 3anpelieHo
3aMnunCbIBaTb M XPaHUTb Ha BHELLIHUX

(oTuyKaaembix) HOCUTENAX MHPOPMALMIO, COAEPKALLYIO NEPCOHa/IbHbIE AaHHbIE.

3.10.8 Mpn NpUHATUN pPeLleHUin, 3aTparmBaloWmx UHTepecbl cybbekTa MAH, OpraHus3auma He MMeeT NpaBa
OCHOBbIBATbCA HA NEPCOHA/bHbIX AAHHbIX, MOAYYEHHbIX UCKAKUMTENBHO B pe3y/ibTaTe UX aBTOMATU3UPOBAHHOM
06paboTku.

3.10.9 Npu nepegaye NAH OpraHusauma obasyerca cobnogatb cneaytowme TpeboaHun:
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- He coobLWaTb NepCcoHasbHble AaHHble CybbeKTa NepcoHaNbHbIX AaHHbIX TPeTbel cCTopoHe 6e3 ero cornacus, 3a
NCKNIOYEHMEM C/Ty4aeB, KOr4a 3TO HEOHXOAMMO B LEeNax NpeaynpeXxaeHna yrpo3bl *KU3HWU U 340PO0BbIO CybbeKTa
NnepcoHanbHbIX AAHHbIX, @ TAKXKe B C/y4asx, YCTAHOBAEHHbIX desepasibHbIMU 3aKOHAMU;

- NpeaynpeauTb L, NOAYYMBLLUMX NEPCOHaNbHble AaHHble CyObEeKTa MepCoHaNbHbIX AaHHbIX, O TOM, YTO 3TH
AaHHble MOryT ObiTb MCNO/b30BaHbl NMLWb B LEAAX, A8 KOTOPbIX OHU Co0bLWeHbl, U TpeboBaTb OT 3TUX /UL,
noATBEpPKAEHMA TOrO, YTO 3TO NpaBuao cobatogeHo.

3.10.10 B cny4yae BbiABAEHWUSA HEMPABOMEPHbIX AENCTBMIA C NEepPCOHaNbHbIMKU AaHHbIMKU OpraHmnsaumnsa obssaHa
YCTPaHUTb AONYLEHHblIE HapyweHuAa. B cnyyae HEBO3MOMKHOCTM YCTPAHEHMA AONYLEHHbIX HapyLUeHWUH
OpraHu13aums B CPOK, He npeBbiwatowmnii 3 (Tpex) paboumnx AHen ¢ AaTbl BbIABAEHMUA HENPABOMEPHOCTH
OeNCTBUIN C NepCOHaNbHbIMM AaHHBIMKM, 06A3aHa YHUUTOXMTb TaKMe NepCoHabHble AAHHbIE.

3.10.11 O6 ycTpaHeHUN AONYLLEHHbIX HAPYLWEHUN NN 06 YHUYTOXEHUN NepPCoHaNbHbIX AaHHbIX OpraHusaums
06a3aHa yBeAOMMUTb CYObEeKT MepCOoHaNbHbIX AaHHbIX, @ B Caydyae, ecan obpauweHune mamn 3anpoc Hbiau
Hanpas/ieHbl YNOJIHOMOYEHHbIM OPraHOM Mo 3alunTe NpaB CybbEKTOB NEePCOHA/IbHbIX AAHHbIX, TaKKe
yKa3aHHbIN opraH.

3.10.12 lNMepcoHanbHble AaHHbIE YHNUUTOXKAIOTCA B CAyYaAX:

- DOCTUXKEHUs Leneit 06paboTKM NepcoHaNbHbIX AAHHbIX;

- 0T3bIBa Cy6bEKTOM NEPCOHANbHbIX AaHHbIX COrnacus Ha 06paboTKy cBOMX

nepcoHanbHbIX AAHHbIX.

3.11 AKTyanusauus, ucnpasieHue, yaaNeHUe N YHUUTOXKEHUE NMepPCOoOHa/IbHbIX AAaHHbIX, OTBETbl HAa 3anpochl
Ccy6beKTOB Ha A0CTYN K NepCOHaNbHbIM AAHHbIM

3.11.1 B cnyyae noatBepraeHUa dakta HeToyHocTu MNAH nan HenpaBoMepHOCTU UX 06PabOTKM, NEPCOHabHbIE
AaHHble NnognexKaT X akTyanmsaumm onepaTopom, a 06paboTka AoXKHa ObiTb NpeKkpaLLeHa.

3.11.2 Cybbekt MNAH (yNONHOMOYEHHbIN oOpraH) B CBA3M C OBOHapy)KeHMem HeToyHocTn MNAH u/van

HEeNnpaBoOMePHOCTM UX 06paboTkM HanpasnseT 3anpoc (obpaweHue) cnepyowero cogepskaHusa «MNOH
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HEKOPPEKTHbI» U/ mnn «06paboTtka MOH HenpaBomepHa» C yKasaHuem dpamunnm cybvekta MOH M cocTaBa
HEKOPPEKTHbIX CBEAEHUIA.

3.11.3 CybbeKT nepcoHasibHbIX AaHHbIX OT3blBaeT cornacuMe nyTem JIMYHOro obpalleHuMa MAW HanpaBAeHUS
NMMCbMEHHOTo 06paLLeHMA C yKasaHne GaMuanm, ums,

OTYEeCTBa, 4ATbl U MECTA POXKAEHUA CyOBEKTA NePCOHANbHbIX AAHHbIX.

3.11.4 HanpaBneHue cybbeKTOM NePCOHaNbHbIX AaHHbIX MMCbMEHHOIo 0bpalleHMa OCyLLEeCTBAAETCS:

- B 9/1€KTPOHHOM BMAE, B TOM Yncie B popme 3/IeKTPOHHOrO AOKYMEHTa, NOAMMCAHHOIO NPOCTOM 3N1eKTPOHHOM
NOAMNNUCbIO AU YCUAEHHOW KBAanUPULMPOBAHHOM

3NEKTPOHHOM noanucbto) no agpecy https://uralcyberfin.ru/;

- NOYTOBbIM coObLEeHNEM - NO agpecy: nHaekc 101000, r.MocKea, nepeynok Motanosckui, 4. 5, cTp. 2, opuc
305.

4 3ALLUNTA NEPCOHAJIbHbIX AAHHbBIX CYBBEKTOB

4.1 OcHOBHble MeponpuATUA No obecneyeHMto 6€30NaCHOCTU NePCOHANbHbIX AAHHbIX

4.1.1 O6ecneyeHne 6esonacHoctv [TAH npu ux o06paboTke AOCTUraeTca NYyTEM  UCK/IOYEHUS
HECAHKLMOHMPOBAHHOIO, B TOM 4MCAe CAy4amHoro, goctyna K M[H, pe3ynbTaTom KOTOPOro MOXKeT CTaTb
YHUUTOXKEHUE, M3MeHeHWe, O/IOKMPOBaHME, KOMUPOBaAHWE, pacnpocTpaHeHue T[1H, a TaKXe WHble
HeCaHKLMOHMPOBaHHble aencTema c MNAH.

4.1.2 Meponpusatna no obecneyeHuto 6esonacHoctv [[H onpeaenaoTcd B 3aBUCMMOCTM OT YPOBHS
3aLWMLLEHHOCTM MepCoHasbHbIX AaHHbIX B UCMOH € y4eTOM BO3MOXHOIMO BO3HWKHOBEHMUSA Yrpo3 KU3HEHHO
Ba*KHbIM MHTEPECAM JIMYHOCTH, 06LL,eCcTBa U rocysapcTBa.

4.1.3 PeanunsytoTca Mepbl, Hanpas/ieHHble HAa BbINOJIHEHWE TPeboBaHWUM, ycTaHOBAEHHbIX ®3 «O nepcoHaNbHbIX
OAHHbBIX»:

- nonyyeHue cornacuin cybvektoB MNAH Ha 06paboTky mx MNAH, 338 UCKAOYEHNEM C/y4YaeB, NPeayCMOTPEHHbIX
3aKoHoaaTenbcTBOM Poccuiickon ®epepaunu;

- Ha3HaYeHWe OTBETCTBEHHOrO 3a OpraHu3aumo obpaboTtkm MAH;
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- Ha3HaYeHne OTBETCTBEHHOTO 3a obecneyeHune 6esonacHocTu MNAH;

- MPUHATNE NOKaNbHbIX HOPMATUBHbIX AaKTOB B 061acTn 06paboTkm 1 3awmTol MOH;

- NPUMEHeHMe MPaBOBbIX, OPraHW3aALMOHHbIX WU TEXHWYEeCKMx mep no 3awmuTte [[H B COOTBETCTBMM C
TpeboBaHMAMM K 3awwmTe MAOH;

- OCYyLLEeCTBNEHWNE BHYTPEHHEro KOHTPOAA cooTBeTCcTBMA 06paboTkn MAH ®3 «O nepcoHanbHbIX AAHHbLIX» W
NPUHATbIM B COOTBETCTBUM C HUM HOPMATUBHbLIM MPABOBbIM aKTam, TpeboBaHMAM K 3awmTte MOH, nonAnTMKe
OpraHusaumm B oTHOWEHUN 06paboTKM MH, a TaKKe NOKabHbIM HOPMATUBHbLIM akTam OpraHu3saumm B ob6nactm
06paboTku 1 3awmTbl NAH;

- OCYLLEeCTBNEHNE OLEHKM Bpeaa, KOTOPbIM MOXKeT bbITb NpuumMHeH cybbektam MNAH B ciyyae HapyweHua ®3 «O
NepCoOHaNbHbIX AHHbIXY;

- 03HAaKOM/IEHME INL, HENOCPEeACTBEHHO ocyLecTBasoWwmMx 06paboTky MNAH, C NON0XKEeHMAMM 3aKOHO4ATENbCTBA
Poccuiickoit ®epepaunn o MAH, B TOoM uncne tpebosBaHmammM K 3awmuTe MAH, LOKYMEHTaMM, ONpesenatoLLnmm
NONUTUKY B OTHOWeEHUN obpaboTkm MOH, NOKaNbHbIMM HOPMATUBHLIMM aKTaMW MO Bonpocam ob6paboTku
NepCcoHaNbHbIX AAHHbIX;

- NpUMeHeHWe Mmep pans BoccTaHoBneHua [MAH, MoaUPUUMPOBAHHBIX WM  YHUYTOXKEHHbIX BCAeACTBME
HECAHKLMOHMPOBAHHOIO JOCTYMNa K HUM;

- yCTaHOBNEHMe 3anpeTa Ha nepegadvy MAH NO OTKPbITbIM KaHanam CBA3M 33

npeaenbl KOHTPOAMPYEMOI 30HbI 6€3 NPUMEHEHMA YCTAHOBIEHHbIX Mep No obecneyeHunto besonacHocTm MAOH.
4.2 Mepbl 3aWUTbl NE€PCOHANbHbIX AAHHbIX

4.2.1 PasrpaHnyeHme NoHOMOYMI AOCTYNa K NepCOHaNbHbIM AaHHbIM, 06pabaTbiBaemMbiM B MUHGOPMALMOHHOM
CUCTEME NepPCOoHANbHbIX AHHbIX MEPONpPUATUA

OcHoBHas nporpamma Ypanbckoro ¢popyma "KnbepbesonacHocTtb B puHaHcax", 18-20 ¢pepana 2026r .

4.2.2 ina 3aWmTbl BXO4a Ha aBTOMATM3MPOBaHHOe paboyee MecTo NPpMMEHSAIoTCA

NOTVH M Naponb, UHAMBMAYANbHbIE ANA KAXXA0ro Nonb3oBaTena. 3awmTa oT HECAHKLMOHUMPOBAHHOIO 40CTYNa

OCYLL,ECTB/AETCA C MCMNOIb30BAHWEM CPEACTBA 3aLMUTbI MHOPMALLUN.
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5 OPTAHU3AUMUA PABOT NO 3ALLUTE NOH

5.1 Pa6oTbl no 3awmte MNAH OpraHU3yIOTCA C YYETOM C/1IeAYHOLLUX OCHOBHbIX MPUHLMUNOB:

- KOMMJIEKCHbIM NOAX04, K MOCTPOEHUIO CUCTEMbI 3aLmTbl MOH;

- WCNONb30BaHME CPeacTB  3aWMTbl, He YXyAWAKWMUX CyLLeCTBEHHO OCHOBHbIE  XapaKTEPUCTUKM
MHPOPMALMOHHOWN CUCTEMBI NEPCOHA/bHbIX AaHHbIX;

- obecneyeHne KOHTPoNA 3pPEeKTUBHOCTU CpeacTB 3almnTbl MAH.

5.2 HenocpeacTBeHHOE pyKOBOACTBO paboTamum MO CO34aHMI0, SKCMyaTalMn U COBEPLLUEHCTBOBAHMUIO CUCTEMDI
3awmtbl NAH Ha meponpusatum OcHOBHaA nporpamma Ypanbckoro popyma "KnbepbesonacHoctb B puHaHcax"
18-20 ¢peBpana 2026r ocyLLECTBASAET OTBETCTBEHHbIN 32 obecneyeHne 6esonacHocTn MNAH.

5.3 OpraHu3aums BbINONHEHWUS PabOT MO YCTAaHOBKE, HACTPOMKEe M BBOAY B IKCMIyaTaUMIO MPOrPaMMHbIX W
NPOrpaMmMHO-annapaTHbiX cpeacts 3awmtbl MNJH, pa3paboTKe oOpraHM3auUMOHHbLIX mMep no 3awmte MNAH ©
KOHTPO/IIO 3a COCTOAHMEM cucTembl 3awmTbl MNAH B MHPOPMALMOHHOW CUCTEME MNEPCOHAsbHbIX AaHHbIX
meponpuatia OcHoBHan nporpamma Ypanbckoro ¢opyma "KnbepbesonacHocTb B puHaHcax", 18-20 despans
2026r Bo3/1araeTca Ha OTBETCTBEHHOTIO 3a obecneyeHne 6€30NacHOCTU NePCOHasbHbIX AaHHbIX.

6 KOHTPO/MIb 3A COB/IIOAEHUEM TPEEOBAHUWA 3AKOHOAATE/IbCTBA POCCUMCKOM ®EAEPALIMU B
OTHOLUEHUU OBPABOTKU NAH

6.1 KoHTponb 3a cobnogeHnem TpeboBaHMI 3akoHopaTenbcTBa Poccuiickonn Pepepaunm B obnactm MNAH
NPOU3BOAMUTCA C LLeNblo:

- NPOBEPKM COOTBETCTBMA 06paboTKu MNAH AaHHbIM TpeboBaHMAM;

- MPOBEPKM COOTBETCTBMA NPUMEHAEMbIX Mep No 3awmTte MNOH gaHHbIM TpeboBaHUAM;

- MPUHATUA MepP, HanpaB/IEHHbIX HA BbIAB/IEHWE U NPeA0TBPALLEHNE HAPYLLUEHMUI AaHHbIX TpeboBaHM;

- BbIAAB/IEHMA BO3MOXHbIX KaHanoB yTeuku MNAH;

- YCTPaHEHUA NOCNEeACTBUI BO3MOXKHbIX HapYLLUEHUN.

KoHTponb 3a cobnoaeHnem tpeboBaHuMIM 3aKkoHogaTeNbCTBa Poccuinckont ®epepaunm B ob6nactn obpabotkm MNAH

BO3/1araeTcA Ha OTBETCTBEHHOr0 3a opraHM3aumio 06paboTku MAH.
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7 KOHTPOJ1b COCTOAHUA 3ALLMLLEHHOCTU NAH

7.1 KoHTpoAab cocToAHUA 3awmueHHocTH MOH ocywecTBaAeTCA € Lenbto

CBOEBPEMEHHOr0 BbIABNEHMA M NPeoTBPaALLEHNA HECAHKLMOHUPOBAHHOIO goctyna K MNAH, npegHamepeHHbIX
NPOrpaMMHO-TEXHUYECKMX BO3AeNCTBUI Ha MH 1 oueHKU 3OPEKTUBHOCTU UX 3aLLMUTHI.

7.2 KOHTpOANb 3aK/04aeTcA B NPOBEPKE BbINOJHEHMA NPABOBbLIX 3aKOHOAATE/IbHbIX M HOPMATMBHbIX aKTOB NO
Bonpocam 3awwnTbl MAH, a TakKe B oueHKe 060CHOBAHHOCTU M 3OPEKTUBHOCTU NPUHATLIX Mep 3awmTbl MOH.

7.3 Mo pe3ynbTaTaM KOHTPOS AaeTca OueHKa 3PPEeKTUBHOCTM MPUHATbIX mep 3awuTbl MNAH. 3awmTta MAH
cumTtaetca 3dPeKTUBHOM, eCnu NPUHUMAEMble MePbl COOTBETCTBYHOT YCTAaHOB/IEHHbIM TPeBbOBaHUAM M HOPMaM.
HecooTBeTcTBME Mep YCTAaHOBJIEHHbIM TPeboBaHMAM M HOpMam Mo 3awmte MNAH ABAAETCA HapylUeHWEM.
Pe3ynbTaTbl aHaM3a NEPUOANYECKOrO KOHTPO/IA, YCTAHOB/IEHHbIE MPUUYNHBbI HAPYLWEHWN, PpEKOMEHAALMN NO UX

YCTPAHEHWIO CNYXKaT OCHOBOW A/1A NPUHATUSA COOTBETCTBYHOLLMX PELUEHUN.
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