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NO/TUTUKA
06paboTKM U1 3aWMTbl NEPCOHA/NbHbIX AAHHbIX M NPaBUAa UCMO/b30BaHMUA
nHdopmMaLMoHHOro pecypca OCHOBHOM Nporpammbl Ypanbckoro ¢opyma «KnbepbesonacHoCTb B GUHaHCax»,

18-20 ¢peBpana 2026

1 OBLLME NOJTOXKEHUA

1.1. Hactoswaa Moantmnka no o6paboTke 1 3amTe NEPCOHAbHbIX AaHHbIX NPU

nposegeHnn meponpuatna « OCHoBHaa nporpamma Ypanbckoro ¢opyma "KnbepbesonacHocTb B GMHaAHCax'"»,
18-20 ¢eBpanna 2026 (nanee — MonuTtrKa) onpeaensaer NPUHLMUMbI, LLeJn, YCI0BUA, CPOKM U cnocobbl 06paboTKku
NepcoHanbHbIX AaHHbIX (ganee — M/H), nepeyeHb KaTeropuii cybbektos MNH, nepeyeHb AENCTBUN,
ocyuwecteaaemblx ¢ MAH cybbekToB, npaBa cybbekToB MH, MeponpusaTua no

KOHTpO/0 3a cobatopeHnem TpeboBaHnit 3akoHogaTenbcTBa Poccuiickon ®epepaumm B oOTHOWEHUN 06paboTKm
MNAH, a Tak»Ke mepsbl no 3awmTte MNAH.

1.2. Hacrosauwana Noantuka npumeHaeTca Ana

- opraHu3auum npouecca 06paboTkun MNAH B cOOTBETCTBMU C TPEOOBAHNAMMNAENCTBYIOLLErO 3aKOHOA4ATe/1bCTBaA;

- BbIpabOTKM Mep Mo CBOEBPEMEHHOMY OOHapyKeHMIO GaKTOB HeCAaHKLIMOHUpPOBaHHoro goctyna (HCA) kK NAH w
onpegeneHma meponpuaTnii no npegotepawienunto HCA k NAH;

- OpraHM3aummn KOHTPoAA 3a obecneyeHnem yCTaHOBIEHHOIO YPOBHA 3awmLLeHHocTH MNAOH.

1.3. HacTtosiwas Moantmnka coctaB/iieHa Ha PYCCKOM A3blKe. TeKCT HacToAweln MoANTUKN Ha aHIIMACKOM A3blKe
pa3melleH Ha calTe https://uralcyberfin.ru/.

1.4. OTBETCTBEHHOCTb 3a cobntogeHne TpeboBaHUIM 3aKkoHOAaTeNbCTBa Poccuiickon Pepepaumm U NOKaNbHbIX

HOpPMaTUBHbIX akToB OpraHmnsaunm B obnactu MOH HeceT FeHepanbHbIM ANPEKTOP.
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1.5. HacTtoAwasn Monutunka asnsetca ob6sasaTeNnbHbIM A8 UCMONHEHWUA AOMKHOCTHBIMU Anuamu OpraHusaumm
npu peweHnn 3aga4 obecneveHna obpaboTtkm n 6esonacHoctu MAH.

2 OCHOBHbIE TEPMWHbI U ONPEAENEHUA

2.1 B HacToAwe MNonnTnke NCNoNb3yrTcA ceayrowme TEPMUHBI U onpeaeneHuns:

- tHbopMaumA - cBeaeHMA (cOObLWEHNA, AaHHbIE) HE3aBMCUMO OT GOPMbI UX

npeacTaBneHus;

- JOKYMEHTUPOBaHHas MHPopMaLmUs - 3adUKCMPOBaAHHAA Ha MaTepUaibHOM

HocuTene nyTem [AOKYMEHTUPOBAHMA WMHOOPMALMM C PEKBM3UTaMM, NO3BONAKOWMMM ONpPeaenvTb TaKyk
MHPOPMALMIO UM ee MATEPUAJIbHBIN HOCUTEND;

- MepCcoHanbHble AaHHble - Ntobaa MHGOPMALMA, OTHOCALLAACA NMPAMO MAW KOCBEHHO K ONpeseneHHOMY Uau
onpegensemomy pusnyeckomy amuy (Cy6beKTy NnepcoHanbHbIX AaHHbIX);

- KOHOUAOEHUMANbHOCTb MNepCOoHaNbHbIX AaHHbIX - obfA3atenbHoe Ana  cobnogeHnA  Ha3HaAYeHHOoro
OTBETCTBEHHOrO /NMLA, MNONYYMBLUErO AOCTYN K NEePCOHA/NIbHbIM AAHHbIM CyObEeKTOB MEepPCOHAsbHbIX AaHHbIX,
TpeboBaHMe He AONYCKaTb UX pacnpocTpaHeHna 6e3 cornacua cybbekTa nam MHOro 3aKOHHOTO OCHOBAHMSA;

- onepatop - ob6WEeCcTBO C OrpaHUYEeHHOM OTBeTCTBEHHOCTbl «IPPEKTUBHBIE KOMMYHUKALUUN» (MHH
7716792536, OIPH 5147746475058, agpec: 101000, r. Mocksa, BH.TEP.I. MYHWULMUMAJIbHbIA OKPYT
BEACMAHHbIN, nepeynok MoTanoBcKuii, 4. 5, CTp. 2), CAMOCTOATEILHO UM COBMECTHO C ApYrMmu

ML @MU opraHusyollee n (nun) ocyuwecteasarowme 06paboTKy NepcoHanbHbIX AaHHbIX, a TaKXKe onpegenstoume
uenn obpaboTKM NepcoHaNbHbIX AAHHbIX, COCTAaB NEPCOHAbHbIX AaHHbIX, NoAnexawmx 0bpaboTke, AencTBUA
(onepauymm), coBepluaemble ¢ NEPCOHaNbHbIMM AaHHbIMU;

- 06paboTKa NepcoHasbHbIX AaHHbIX - Nt0boe AencTene (onepaums) UaM COBOKYNHOCTb AENCTBUI (onepauuit),
COBEpLUAEMbIX C MCNO/b30BAHMEM CPeACTB aBTOMATM3auUMM MAM 6e3 UCNOo/Ib30BaHMA TaKUX CPeacTB C
NepcoHaNnbHbIMMU AaHHbIMKM, BKAtOYas cHop, 3anucb, CUCTEMATM3ALMIO, HAKOMJIEHME, XPaHEeHWe, YTOYHeHue
(obHOBNEHME, U3MEHEHME), M3BNEYEHWE, WCMONb30BaHMe, nepefayvy (pacnpocTpaHeHue, NpefoCcTaB/eHME,

Aoctyn), 610KMpoBaHWeE, yaaieHUe, YHUUTOXKEHNE NEPCOHAIbHbIX AAHHbIX;
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- aBTOMaTM3MpoOBaHHAA 06paboTKa NepcoHaNbHbIX AaHHbIX - 06paboTKa NEePCOHaNbHbIX AAHHbIX C MOMOLLbIO
CpPeacTB BblYUC/IUTENBHOM TEXHUKM;

- pacnpocTpaHeHWe NepcoHanbHbIX AAHHbLIX - AEACTBMA, HAaNPaBAEHHbIE Ha PACKPbITUE NEePCOHANbHbIX AAHHbIX
HeonpeaeneHHOMY Kpyry auu;

- NpefocTaBAeHNe NepPCOHANbHbIX AAHHbIX - AEUCTBUA, HAaNPaBAEHHbIE HA PACKPbITUE NEePCOHA/bHbIX AAHHbIX
onpeaeneHHoOMY INLY UIU ONpeseneHHOMY Kpyry nl;

- BNOKMPOBaHME MEePCOHANbHbIX AaHHbIX - BpeMeHHOe npekpaleHre 0b6paboTKM NepcoHanbHbIX AaHHbIX (3a
WCKNOYEHWEM CNyYaEeB, ecin 06paboTKa HeobxoaMMa ANA YTOUHEHUA NEPCOHANbHbIX AaHHbIX);

- YHMUTOXKEHME MepCOHANbHbIX AaHHbIX - AENCTBMA, B pe3y/ibTaTe KOTOPbIX CTAHOBUTCA HEBO3MOMKHbIM
BOCCTAHOBUTb COAEep¥KaHWe MepCoHasIbHbIX AAHHbIX B MHPOPMALMOHHOM CUCTEME NEPCOHAJIbHLIX AAHHbIX M
(nnn) B pesynbTaTe KOTOPbIX YHUUYTONKAKOTCA MaTepUasibHble HOCUTEIM NEPCOHA/bHbIX AaHHbIX;

- MHPOPMALMOHHAA CUCTEMA MNEPCOHaNbHbIX AAHHbIX - COBOKYMHOCTb coAeprKawmxca B 6as3ax AaHHbIX
NepcoHanbHbIX AaHHbIX M obecneymBaloWwmx MX 06paboTKy MHOOPMALMOHHDLIX TEXHOMOIUIA U TEXHUYECKUX
cpencTs;

- TPaHCrpaHW4YHas nepegayvya NEepPCcoHasbHbIX AAHHbIX - Mepegada MNepcoHaNbHbIX AAHHbIX Ha TEPPUTOPUIO
MHOCTPAHHOrO rocyAapcTBa OpPraHy BAACTM MHOCTPAHHOIO rocy4apcTBa, MHOCTPAHHOMY GU3NYECKOMY ANLy UK
MHOCTPAHHOMY OPUAUYECKOMY TNLLY;

3 ObPABOTKA NEPCOHA/JIbHbIX AAHHbIX

3.1 MpuHUKUNbI 06paboTKM NEepPCOHANbHbIX AAHHbIX

3.1.1 O6paboTka MNAH orpaHUYMBaETCA SOCTUMKEHNEM KOHKPETHbIX, 3apaHee onpeseneHHbIX U 3aKOHHbIX Lenen.
3.1.2 He ponycKkaeTca obbeanHeHne 6a3 gaHHbIX, cogepawmx MOH, o6paboTKka KOTOPbIX OCYLLECTBASETCA B
LLeNAx, HECOBMECTUMbIX MexXAay coboin.

3.1.3 ObpaboTke nognexat TonbKo MN[H, KOTopble OTBEYAIOT LLENAM UX 06paboTKu.

3.1.4 CopepraHue n obbem obpabaTbiBaembix MH COOTBETCTBYIOT 3aAB/I€HHbIM
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uenam obpaboTtkn. ObpabaTtbiBaemble MAH He ABAAKOTCA M3ObITOYHBIMM MO OTHOLIEHUIO K 3aAB/IEHHbIM LLeNAM
nx obpaboTKu.

3.1.5 Mpu o6paboTKe nepcoHaNbHbIX AaHHbIX obecneymBaeTca TOYHOCTb MNEPCOHasbHbIX AaHHbIX, MX
AOCTATOYHOCTb, @ B HEOOXOAMMBbIX C/TY4aAX M aKTYaZbHOCTb MO OTHOLWIEHMIO K Lenam 06paboTKmM nepcoHanbHbIX
AaHHbIX. OpraHM3auma NnpuHUMaeT HeobxoaMmble Mepbl, IMO60 obecneynBaeT UX NPUHATME NO YAANEHUIO NN
YTOYHEHWIO HEMOHbIX UM HETOYHbIX AAHHbIX.

3.1.6 XpaHeHWe nepcoHaNbHbIX AaHHbIX OCyWecTBAAeTcA B ¢Gopme, MNO3BOAANOWEN onpeaenvtb CybbekT
NepCcoHaNbHbIX AaHHbIX, HE A0/blUe, YeM 3TOro TpebytoT uenrm o6paboTKM NepcoHanbHbIX AaHHbIX, €CAU CPOK
XPaHEeHWA NepPCOHasbHbIX AAHHbIX He YyCTaHOBAeH deaepanbHbiM 3aKOHOM UAN AOTOBOPOM, CTOPOHOM KOTOPOTO,
BbIrogonpuobpeTaTenem UamM NopyYynTenem no KOTopomy, ABAAETCA CYOBbEKT NepCoOHasbHbIX AaHHbIX.

3.1.7 ObpabaTtbiBaemble NepPCOoHasIbHble AaHHbIE YHUUTOXKAIOTCA MO AOCTUKEHUM Lene 06paboTkM Unm B ciydae
YyTPaTbl HEOBXOAMMOCTU B AOCTUKEHUWN ITUX LeNeN, eCIN MHOEe He NpeaycMoTpeHo deaepanbHbiM 3aKOHOM.
3.1.8 NMOH He pacKpbIBaOTCA TPETbUM INLLAM U HE pacnpocTpaHAtoTcA 6e3 cornacua cybvekTa MNAH, ecam nHoe
He npeaycMoTpeHo deaepasibHbIMMU 3aKOHAMMW.

3.2 Uenn 06paboTkn nepcoHaNbHbIX JaHHbIX

3.2.1 O6pabotka MOH npu nposegeHUn meponpuatns «OCHOBHaA nporpamma YpanbcKoro ¢opyma
«KnbepbesonacHocTb B puHaHcax» 18-20 deBpana 20265 ocyLLECTBASETCA B LLEAX:

- obecneyeHua cobnogeHMA 3aKOHOAATENbHbIX M HOPMATUBHbIX NPaBOBbIX

aKkToB Poccuiickoin Pepepaunu;

- NOArOTOBKM, 3aKOYEHMA, UCMONHEHNA U NPEKPALLEHMA AOTOBOPOB C

KOHTpareHTamu;

- NOAroTOBKM belarka ana yyactns B meponpuatum OCHoBHas Nporpamma

YpanbcKkoro popyma «KnbepbesonacHocTb B puHaHcax», 18-20 despana 2026r;
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- obecneyeHnsa NPOMNyCKHOro U BHYTPUOOBEKTOBOrO PEXMMOB 0ObEKTaX NPOBEAEHUA, MEPONPUATUAX AEN0BOM
N KyNbTypPHOM nporpammbl meponpuatna OcHoBHaa nporpamma Ypanbckoro popyma «KnbepbesonacHocTb B
dnHaHcax», 18-20 ¢pespana 2026 r, npruemax, BbICTaBKax 4eN0BbIX BCTPeYax;

- MHOOPMMPOBAHUA MOTEHLMANbHBIX Y4aCTHUKOB meponpuatna OCHOBHaA nporpamma Ypanbckoro ¢dopyma
«KnbepbesonacHocTb B dnHaHcax», 18-20 deBpans 2026 r o cpoKax U MecTe ero npoBeaeHus;

- paccbiika UHPOPMALMOHHbIX COObLLEHUN.

3.3 NepeyeHb cy6bEKTOB NEPCOHA/IbHbIX AAHHbIX

3.3.1B xoae nposegeHma meponpuatua OCHoOBHaa nporpamma Ypanbckoro ¢opyma «KmnbepbesonacHocTb B
duHaHcax», 18-20 ¢peBpana 2026 r ocyuwecTensetcs 0b6paboTka cneayowmx kateropmuii cybbekTos MAH:

- y4acTHMKM OCHOBHOM nporpammbl Ypanbckoro popyma «KnbepbesonacHocTb B puHaHcax», 18-20 despana
2026T;

- cnukepbl OCHOBHOM Nporpammbl Ypanbckoro popyma «KnbepbesonacHocTb B puHaHcax», 18-20 despans 2026
r.

3.4 MNepeyeHb 06pabaTbiBaembiXx NEPCOHANbHbIX AaHHbIX

3.4.1 NepeyeHb obpabatbiBaembix MH onpeaenseTca B COOTBETCTBUM C yHETOM

uene o6paboTku MNAH, yKasaHHbIX B HacToAlen MNonnTmke, 1 BKAOYAET B cebn

cnegyrouwme gaHHble:

- daMunua, maA, 0T4eCTBO (NPU HANUYUK);

- KOHTaKTHble AaHHble (HoMep MobuabHOro TenedoHa, aapec 31eKTPOHHOM NoYTbI);

- MAcnopTHbIe AaHHble (cepua, HOMep, MecTO M AaTa POXKAEHWUA)

- cBeAEeHMA O TekyLwem mecTte paboTbl MU 3aHUMAEMON AO/IKHOCTY;

- poTorpadus;

- pannbl cookie.

3.5 Cpokun 06paboTKM NepcoHasbHbIX AAHHbIX
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3.5.1 O6pabotka MNAH ocyuwiecTBNseTcAs A0 AOCTUMKEHWUA MOCTaBNEHHbIX Lenern ob6paboTKM MepcoHasbHbIX
AAHHbIX, €CNN CPOK 06pabOoTKM NepCcoHaNbHbIX AAHHbIX HE YCTaHOBAEH desepasibHbIM 3aKOHOM UM LLOTOBOPOM,
CTOPOHOM KOTOPOro, BbIrogoNpuobpeTateNeM UAM  MNOPyYMTENIEM NO KOTOPOMY, ABNAAETCA CybbeKT
NnepcoHanbHbIX AAHHbIX.

3.6 YcnoBua 06paboTku nepcoHanbHbIX AaHHbIX

3.6.1 ObpaboTka MAH ocywecTBaaeTcs ¢ cornacua cybvekrta MNAH Ha 06paboTKy ero MNAH.

3.6.2 Cornacue cybbekta MAH, noanMcaHHOE MPOCTON 3/1EKTPOHHOM MOAMUCLIO MPU3HAETCA 3JIEKTPOHHbIM
AOKYMEHTOM, PaBHO3HAYHbIM COr/1IacuUto, NOANUCAHHOMY COBCTBEHHOPYYHOM NoAnucblo cybbekTa MAH.

3.6.3 Cornacve cymTaeTca MNOAMMCAHHLIM MPOCTON 3NEKTPOHHOM MNOAMUCHIO W MONHOCTbIO WMAEHTUYHbIM
aHaNOrMYHOMY AOKYMEHTY Ha BymaxKHOM HOcuUTene, a NPOCTan 3NEeKTPOHHAA noanuck cybbvekrta MNAH pasBHa no
3HAYMMOCTM (B TOM YNCAE U LOPUAMYECKON) ero COBCTBEHHOPYYHOM NOAMMUCU, C MOMEHTA NPEeA0CTaBeHMA KOAa,
nonyyeHHoro B SMS-coobuweHnn nnn B aNEKTPOHHOM MUCbME, B TOM C/ly4ae, eCv Kog, Hanpas/ieH Ha Homep
TenedoHa UIn afipec 3/IEKTPOHHOM NOYTbI, yKa3aHHbIM Cybobektom MAH.

3.6.4 ®aKT noanucaHMa 3NeKTPOHHOro AokymeHta Cybbektom [[H ycTaHaBAMBaETCA NMyTEM COMOCTaBAEHUA
cnepywowmx ceegeHnin: Pamunmm, UMeHun, otT4yecTsa (NpW HannumMK), Koaa, UCNOAb3yeMoro gasa NoanucaHua
3NEeKTPOHHOr0 AOKYMEHTA, nonyyeHne Onepatopom CBeAEeHUM O AaTe U BpeMeHW HanpasBaeHUA Koga Ha Ho-
mep TenepoHa UAN afpec 3NEKTPOHHOM NouTbl, YKa3aHHbIi CybbekTtom MAOH; Homepa TenedoHa nnm agpeca
3/IEKTPOHHOM MOoYTbI, yKaszaHHoro Cybbektom MAH.

3.6.5. Cy6bekT MAH HeceT pMUCK HacTyneHUsA Bcex HebaaronpuATHbIX NOCAeACTBMA, KOTOPbIE MOTYT HAaCTyNUTb B
CBA3K C Nnepeaayden TpeTbMm Anuam SIM-KapTbl, KOTopasa obecneynBaeT BO3MOXKHOCTb MCMO/b30BaTb YKa3aHHbIN
UM Homep TenedoHa, A0CTyna K YKazaHHOMY UM ALLMKY 3NEKTPOHHOM NOYTbI, B TOM Yncie

PWUCKK, CBA3AHHble C Hef0bPOCOBECTHBIMU MM HE3aKOHHbIMW AEMCTBUAMM TPETbUX /ML, KOTOPble CMOIIn

NONYYUTb AOCTYN K BblLlIEeyKa3aHHOM MHbOpMaLUK.
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3.6.6 OpraHu3auua BnpaBe Nopy4Yntb 06paboTky MNAH gpyromy anuy ¢ cornacua cyowvekta MNAH, ecnm nHoe He
npeaycmoTpeHo ¢eaepasibHbiM 3aKOHOM, Ha OCHOBaHMM 3aK/lO4AEMOro € 3TUM INLOM AOroBopa (ganee —
nopy4eHue onepatopa). Jinyo, ocyuwecrenstowee obpaboTtky MAH No nopyyeHuto onepatopa, obasaHo
cobnogatb MNpuHUMNBLI U uenu obpabotku TMAH, npeaycMmoTpeHHble Hactosawen [Moantukon n d®3 «O
NepcoHanbHbIX AaHHbIX». B nmopyyeHun onepaTopa onpeaenarTca nepevyeHb genctsmii (onepaunin) c MAH,
KOTopble byayT coBepllaTbCa NLOM, OcyLLecTBAAoWMM 06paboTky MAH, u uenm obpaboTku, ycTaHaBANMBAETCS
0653aHHOCTb Takoro nuua cobnoaate KoHpuaeHumanbHocTb MNAH 1 obecneymsatb 6e3onacHocTb MAH Npu nx
06paboTKe, a TaKkXKe yKa3biBatoTcA TpeboBaHMA K 3awmTe obpabaTbiBaembix MNH B COOTBETCTBUM CO cTaTber 19
@3 «O nepcoHaNbHbIX AAHHbIXY.

3.7 Cnocobbl 06paboTkM NepcoHabHbIX AAHHbIX

3.7.1 O6paboTtka MAH ocyLLecTBAAETCA NyTEM aBTOMaTU3MPOBAHHON M HEAaBTOMATU3NPOBAHHOM (CMeLLaHHOM)
06paboTKM NEepPCOHaNbHbIX AaHHbIX.

3.7.2 TpaHcrpaHunyHana nepegaya lNMAH He ocywecTBaseTcA.

3.8 MepeyeHb AeNCTBUI, OCYLLECTBAAEMbIX C NEPCOHANbHbIMU AAaHHbIMU CY6bHEKTOB

3.8.1 Ob6paboTKa NepcoHaNbHbIX AaHHbIX BKAOYAeT B ceba cbop, cMctemaTusaumio, HaKonJeHne, XpaHeHue,
yTo4yHeHWe (0bHOBNEHME, U3MEHEHUE), UCMO/Ib30BaHMe, Nepeaady (NpegocTaBneHne, AocTyn), 610KMpoBaHMe,
yaaneHue, yHnytoxeHue MAH, ucnpasneHme ownbOK.

3.9 Npasa cybbekTa NepcoHasibHbIX AAHHbIX

3.9.1 Cy6bekTbl NAH MMmeroT NpaBo Ha noaydyeHue nHGopmaumm, Kacarowenca

06paboTKM ero NnepcoHaNnbHbIX AaHHbIX, B TOM YMUC/ie cogepKallein:

- noaTteepaeHne daktTa 06paboTKM NepPCOoHaNbHbIX AaHHbIX ONEePaToOpPOM;

- NPaBOBble OCHOBaHMA U Len 06paboTKM NepCcoHaNbHbIX AaHHbIX;

- LeNN U NPUMEHAEMble ONepaTopom cnocobbl 06paboTKN NepcoHaNbHbIX

A3AHHbIX;
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- HaMMeHOBaHME W MEeCTO HAXOMAEHMA onepaTopa, CBeAEHMA O Auuax (3a MCKAYeHMem pPaboTHWUKOB
onepaTopa), KOTopble UMET AO0CTYN K NePCOHAbHbIM

AAHHbBIM MW KOTOPbIM MOTYT ObITb PAaCKPbITbl NEPCOHaNbHbIe AaHHbIE HAa OCHOBAHWM A0roBOpa C ONepaTopom
NN Ha OCHOBaHMK peaepanbHOro 3aKOHa;

- obpabaTbiBaeMble NepPCcOHasibHble AaHHble, OTHOCALLMECA K COOTBETCTBYOLLEMY CyOBEKTY NepCOHasbHbIX
AAHHbIX, UCTOYHUK WX MOJIyYEHMA, €CNU MHOW MNOPAAOK MPeAcTaBleHWUs TaKUX OaHHbIX He npeaycmMOoTpeH
denepanbHbIM 3aKOHOM;

- CPOKM 06paboTKM NEPCOHANbHbIX AAHHbIX, B TOM YMC/IE CPOKU UX XPAHEHMUS;

- NOPAAOK OCYLLECTBAEHUA CYObEKTOM NepCOHaNbHbIX AAHHbIX NPaB, NpeaycMoTpeHHbIX ®3 «O nepcoHaNbHbIX
OAHHbIXY;

- HaMMeHOoBaHue UAM GaMUAnIo, UMA, OTYECTBO U afpec NMua, ocyllecTeaAowero 06paboTky NepcoHasbHbIX
OAHHbIX MO NOPYYEHMIO ONepaTopa, ecan obpaboTka nopyyeHa unum byaeT nopydeHa Takomy NuULLY;

- NHble cBeaeHusA, npeaycMmoTpeHHble ®3 «O nepcoHaNbHbIX AaHHbBIX» UK

apyrumu deaepanibHbIMU 3aKOHaAMMU.

3.9.2 MNpaso cybbekta MAH Ha goctyn K ero MNOH MoKeT HbITb OrpaHMYEHO B COOTBETCTBUM C peaepanbHbIMM
3aKOHaMM, B TOM Yuncae ecam goctyn cybvekta MNAH K ero MNAH HapyLlaeT npaBa U 3aKOHHbIE MHTEPECHI TPETbUX
nnu,

3.10 Nopanok 06paboTKM NepcoHabHbIX AaHHbIX

3.10.1 UcTouHMKKM nonyyeHua MAH:

- cybbeKT NAH;

- 3aKOHHbI NpeacTaBuTenb cybbeKkrta MAH.

3.10.2 OpraHu3auua He MMeeT npaBa nosnyyatb M obpabatbiBath MNJH cybbekta MNJAH 0 ero pacosoi,
HaUWOHAa/IbHOM NPUHAANEXKHOCTU, MOAUTUYECKMX B3MIAL4AX, PEAUTMO3HLIX MAN GUAOCODCKUX YybEeXRaAeHUaAX,

MHTUMHOWM YKU3HMN.
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3.10.3 B cnyyae ncnonb3oBaHuA ans nonydyenus MAH popm, pacnonoXkKeHHbIX B CEPBMCAX Ha MHTEPHEeT-canTe
meponpuatua OcHoBHas nporpamma Ypanbckoro ¢popyma "KubepbesonacHoctb B PpuHaHcax", 18-20 despans
2026r no agpecy: https://uralcyberfin.ru/

- OCYLLLECTBSETCS BO3MOXHOCTb becnpensTCTBEHHOro o3HakomieHns cybbekTa MAH ¢ MNonntrukoi 06paboTku u
3aWMTbl MEpPCOHaNbHbIX AAHHbIX W NpPaBUMAAMWU WCNONb30BaHWA WMHPOPMALMOHHOTO pecypca OCHOBHOWM
nporpammbl Ypanbckoro popyma «KnbepbesonacHocTb B puHaHcax», 18-20 despans 2026r;

- NAH nepepatoTca Ha 06pPabOTKY TOMbKO NOC/e NoJsiydyeHus cornacua cybbvekTa MNAH Ha obpaboTky ero MNAH,
nyTem NpocTaB/ieHUA COOTBETCTBYIOLLErO 3HaKa (ranoyku) B opme perucTpaLmm Ha COOTBETCTBYOLWEN CTpaHuLe
NHTepHeTcalTa meponpuatna OcHoBHasA nporpamma Ypanbckoro ¢opyma "KnbepbesonacHocTb B dpuMHaHcax",
18-20 peBpanna 2026r .

3.10.4 OpraHuszaums noaydaet MNOH oT camoro cybbekTa UM ero NpeacTaBuTens,

nocsie NoNy4YeHUs OT TaKoro cybbekTa MAM ero npeacTaBUTens, cornacusa Ha obpabotky ero MNAH, ecan MHoe He
OroBOPEHO AENCTBYHOWMM 3aKOHOA4ATENbCTBOM

Poccuiickoit Pepepaumn.

3.10.5 O6paboTtka MAH MOXET OCYLLECTBAATLCA UCKAOUYUTENIbHO B LENAX, YKasaHHbIX B M. 3.2. HacTosulelM
Monutnkm.

3.10.6 NAH cyb6beKkTOoB 06pabaTbiBatOTCA U XPaAHATCA B MHOOPMALMOHHOM CUCTEME MEePCOHaNbHbIX AaHHbIX
meponpuatTia OcHoBHan nporpamma Ypanbckoro ¢opyma "KnbepbesonacHoctb B ¢puHaHcax", 18-20 despans
2026r.

3.10.7 MNonb3oBatenam WHGOPMALMOHHON CUCTEMbI MEPCOHANbHbIX AaHHbIX MeponpuaTua OcHOBHasA
nporpamma Ypanbckoro ¢opyma "KubepbesonacHoctb B ¢puHaHcax" 18-20 despana 2026r. 3anpelieHo
3anucbiBaTb U XPaHUTb HA BHELLHMX

(oTuyrkOoaembix) HocUTENAX MHPOPMALMIO, COAEPIKALLYIO NEPCOHA/bHbIE AaHHbIE.
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3.10.8 Mpu NPUHATUN peLleHUi, 3aTparMBatoWmx UHTepecbl cybbeKkta MAH, OpraHu3aumsa He MMeeT npasa
OCHOBbIBATLCA Ha NEPCOHA/NbHbIX AAHHbIX, MOJYYEHHbIX UCKNOUMTENIbHO B pe3y/ibTaTe UX aBTOMATU3NMPOBAHHOM
06paboTKku.

3.10.9 NMpwu nepepayve NMAH OpraHusauyma obasyeTca cobatogatb caeayolme TpeboBaHuUA:

- He coobLWwaTtb NepCcoHasbHble AaHHble cybbeKkTa NepcoHanbHbIX AaHHbIX TPeTbel CTopoHe 6e3 ero cornacus, 3a
NCKNOYEHMEM C/Ty4aeB, KOr4a 3TO HEOHXOAMMO B LEenax npeaynpeXxaeHuna yrposbl *KU3HWU U 340P0BbIO CyObeKTa
NepCcoHaNbHbIX AAHHbIX, @ TAKXKe B Cy4anx, yCTaHOBAEHHbIX desepanbHbIMU 3aKOHaAMU;

- NpeAynpeanTb AuL, NOAYYMBLUMX NEPCOHA/bHble AaHHble CyObeKTa NepCoHaNbHbIX AaHHbIX, O TOM, YTO 3TU
AaHHble MOryT ObiTb MCNOb30BaHbl NMLWb B LENAX, ANA KOTOPbIX OHU coobueHbl, U TpeboBaTb OT 3TUX /UL,
NOATBEPKAEHNA TOTO, YTO 3TO NPaBMIO cobAOAEHO.

3.10.10 B cny4yae BbiABAEHUSA HEMPABOMEPHbIX AENCTBMA C MEePCOHaNbHbIMU AaHHbIMKU OpraHmusaumnsa obssaHa
YCTPaHUTb AOMYLEHHbIE HapyweHuA. B cnyyae HEBO3MOMKHOCTM YCTPAHEHMA AONYLWEHHbIX HapyLUeHWU
OpraHusauma B CPOK, He npeBbiwatowmin 3 (Tpex) paboumnx gHen ¢ AaTbl BbIABAEHWA HENPABOMEPHOCTH
OeNCTBUIN C NepCOHaNbHbIMU AAaHHBIMKM, 06A3aHa YHUYTOXMUTb TaKMe NepCcoHabHble AaHHbIE.

3.10.11 O6 ycTpaHeHUN AONYLLEHHbIX HAPYLIEHUN AN 06 YHUYTOXKEHUN NEPCOHaNbHbIX AaHHbIX OpraHusaums
o06a3aHa yBeAOMUTb CYObEKT MepCcoHaNbHbIX AaHHbIX, @ B C/Ayyae, ecin obpaweHue uanm 3anpoc Hbiau
HanpaBAEHbl YNOJIHOMOYEHHbIM OPraHOM MO 3aWMTe NPaB CyOBEKTOB NEPCOHANbHbIX AAHHbIX, TAKKe
YKa3aHHbIN opraH.

3.10.12 lNMepcoHanbHble AaHHble YHUYTOXKAIOTCA B CAYyYaAX:

- JOCTUXEHUS Luenelt 06paboTKM NepcoHabHbIX AAHHbIX;

- 0T3bIBa CyObEKTOM MEPCOHANbHbIX AAaHHbIX COrnacusa Ha 06paboTKy CBOMX

NnepcoHanbHbIX AAHHbIX.

3.11 AKTyanusaumsa, ucnpasneHue, yganeHne U yHUUTOXKeHue nepcoHanbHbIX AAaHHbIX, OTBETbl HA 3anpochbl

Cy6beKToB Ha A0CTYN K NEPCOHaNIbHbIM AAaHHbIM
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3.11.1 B cnyyae noatsepxaeHUa dpakta HeTouyHocTH MNAH Man HenpaBoMepHOCTU MX 06paboTKK, NnepcoHanbHble
OaHHble noasiexkaT UX aKkTyan3aumm onepaTopom, a o06paboTKa A0/1KHA ObiTb NpeKpalleHa.

3.11.2 Cybvbekt MNAH (yNONHOMOYEHHbIN oOpraH) B CBA3M C OOHapy)KeHMem HeToyHocT MNAH u/van
HenpaBoMepHOCTM UX 06paboTkM HanpasnseT 3anpoc (obpalweHwe) crnegyowero coaepkanHua «MAH
HEKOPPEKTHbI» u/mnn «O6paboTtka MOH HenpaBomepHa» C yKasaHuem dpamunmm cybvekta MAH M cocTaBa
HEKOPPEKTHbIX CBEAEHUN.

3.11.3 CybbeKT nepcoHasbHbIX AaHHbIX OT3bIBAET cornacue nyTem JIMYHOro obpalleHus UAM HanpasB/ieHus
NUCbMeHHOro obpalleHns € yKasaHue paMuamm, UMs,

OTYeCTBa, 4ATbl U MECTa POXKAEHUA CyOBEKTA NEPCOHANbHbIX AAHHbIX.

3.11.4 HanpaBneHue cybbeKTOM NePCOHANbHbIX AaHHbIX MMCbMEHHOIO 06paLLeHMA OCYLLECTBNAETCSA:

- B 91€KTPOHHOM BMAE, B TOM Yncie B popmMe 3/IeEKTPOHHOTO AOKYMEHTA, NOANUCAHHOIO NPOCTOM 3/1EKTPOHHOM
NoAMNNUCbIO NN YCUAEHHOW KBAanUPULIMPOBAHHOM

3N1EKTPOHHOM noanuckto) no agpecy https://uralcyberfin.ru/;

- MOYTOBbIM coobLUeHNEM - No agpecy: nHaekc 101000, r.MocKea, nepeyaok Motanosckui, 4. 5, cTp. 2, opuc
305.

4 3ALLUTA NEPCOHAJIbHbLIX AAHHbBIX CYBBEKTOB

4.1 OcHOBHble MeponpuATMA No obecneyeHUto 6€30MNaCHOCTU NEePCOHANbHbIX JAHHbIX

4.1.1 O6ecneyeHne 6esonacHoctv [TH npu ux o0b6paboTke [OCTUraeTca NyTEM  WUCKJ/IOYEHUS
HECAaHKLMOHMPOBAHHOIO, B TOM YuCAe caydairHoro, goctyna K [[H, pe3ynbTaToM KOTOPOro MOXKET CTaTb
YHUUYTOXKEHUE, W3MeHeHue, ONOKMpOBaHME, KOMMPOBaHMe, pacnpocTpaHeHne [IH, a TaKXe WHble
HeCaHKLMOHMPOBaHHble aencTema c MNAH.

4.1.2 Meponpuatua no obecneyeHnto 6esonacHoctn M[H onpeaenaloTca B 3aBUCMMOCTM OT YPOBHA
3aWMNLLEHHOCTU NEepCOHanbHbIX AaHHbIX B MCMAH C y4yeTOM BO3MOXHOFO BO3HWMKHOBEHWA Yrpo3 XM3HEHHO

Ba*XHbIM UHTEPECaAM /IMYHOCTU, O6LL|,eCTBa M rocygapcrea.
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4.1.3 Peanusytotcs mepbl, HanpasBaeHHble Ha BbINOJIHEHWE TpeboBaHMN, ycTaHOBAEHHbIX P3 «O nepcoHanbHbIX
OAHHbIX»:

- nosy4yeHue cornacun cybvektoB MAH Ha 06paboTKy mx MOH, 338 UCKAKOYEHUEM CNyYaeB, NPeAyCMOTPEHHbIX
3aKoHoZaTeNnbCcTBOM Poccuinckon ®epepaumu;

- Ha3Ha4YeHWe OTBETCTBEHHOrO 3a OpraHM3auuto 06paboTku NAH;

- Ha3Ha4YeHne OTBETCTBEHHOro 3a obecneyeHune 6eszonacHocTm MAOH;

- MPUHATNE NOKaNbHbIX HOPMATUBHbIX AaKTOB B 061aCcTN 06paboTKM M 3awmTbl MOH;

- MNPUMEHEHWE NPaBOBbIX, OPraHU3aLMOHHbIX W TEXHUYECKMX Mep no 3awmte [OH B COOTBETCTBUMM C
TpeboBaHMAMM K 3awwmTe MAOH;

- OCYyLLeCTB/IEHNE BHYTPEHHEro KOHTPOosA cooTBeTcTBMA 06paboTkm MAH P3 «O nepcoHasbHbIX AAHHBIX» U
NPUHATbIM B COOTBETCTBMM C HUM HOPMATUBHbLIM MPaBOBbIM aKTam, TpeboBaHMAM K 3awmTte MOH, nonUTUKe
OpraHu13aummn B oTHOWeEHUM 06paboTKu MH, a TaKKe oKaNbHbIM HOPMaTUBHbIM akTam OpraHum3saummn B ob61actu
06paboTku 1 3awmTbl NAH;

- OCYLL,ECTBNEHME OLEHKM BPeaa, KOTOPbIN MOXKET bbITb NpUUYMHeEH cybbekTam MAH B cnyvae HapyweHua ®3 «O
NnepcoHaNnbHbIX AAHHbIX»;

- 03HAaKOMJ/IEHWE NINL, HEMOCPEACTBEHHO OCYLLLECTBAAOLWMX 06paboTKy MN[H, C NON0KEHMAMM 3aKOHOAATEIbCTBA
Poccuiickoit ®Pepepaunm o MOH, B TOm yncne TpeboBaHnamu K 3awmTe MNOH, 4OKYMEHTaMK, ONPeaENAOLLNMM
NONUTUKY B OTHOWeEHMN obpaboTkm MOH, NOKaNbHbIMM HOPMATUBHLIMM aKTaMKM MO Bonpocam o6paboTku
NnepcoHanbHbIX AAHHbIX;

- NpUMeHeHMe mep p[AA BoccTaHoBneHuAa [MOH, MOANMOUUMPOBAHHBIX WAM YHUYTOXKEHHbIX BCAeACTBME
HECAaHKLMOHMPOBAHHOIO A0CTYNa K HUM;

- YCTaHOBNEHMe 3anpeTa Ha nepeaady MNAH No OTKPbITbIM KaHaaam CBA3M 3a

npeaesibl KOHTPOIMPYEMOM 30HbI 6E3 NPUMEHEHMA YCTAHOBIEHHbIX Mep No obecnevyeHuto 6esonacHoctu MAH.

4.2 Mepbl 3aLWUTbl NE€PCOHA/NbHbIX AAHHbIX
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4.2.1 Pa3srpaHMyeHne NOSIHOMOYMI A0CTyNa K NePCOHaNbHbIM AaHHbIM, 06pabaTbiBaeMbiM B UHPOPMALMOHHOM
CUCTEME NepPCOHANbHbIX AAHHbIX MEePONPUATUA

OcHoBHas nporpamma Ypanbckoro popyma "KnubepbesonacHoctb B dunHaHcax", 18-20 despans 2026r .

4.2.2 ina 3aWmTbl BXO4a Ha aBTOMATM3MPOBaHHOEe paboyee MecTo NpMMEHSIoTCA

NOTVH M Naponb, UHANBMAYA/bHbIE ONA KAXKA0r0 NonAb3oBaTena. 3awmTa OT HECAaHKLMOHUPOBAHHOIO A0CTyna
OCYLLECTB/IAETCA C UCNONb30BAaHMEM CPEeACTBaA 3aLLUTbI UHGOPMaLMN.

5 OPTAHMU3AUMUA PABOT NO 3ALWLMTE NAH

5.1 Pa6oTbl no 3awmTte MNAH OPraHMU3yIOTCA C Y4ETOM CNeAyHoLWMX OCHOBHbIX NPUHLUNOB:

- KOMMJIEKCHbIM NOAX04, K MOCTPOEHMUIO CUCTEMbI 3aLWmTbl MOH;

- WCNONb30BaHMe CpPeacTB  3aWMTbl, He YyXyAWAKWMX CyLEeCTBEHHO OCHOBHbIE  XapaKTePUCTUKM
MHPOPMALMOHHOWN CUCTEMBI NEPCOHA/bHbBIX AAHHbIX;

- obecneyeHne KOHTPONA IGHEKTUBHOCTM CPeaCTB 3alnTbl MAH.

5.2 HenocpeacTBeHHOEe pyKOBOACTBO paboTamum No CO34aHUI0, SKCNIyaTalMmM U COBEPLLUEHCTBOBAHMUIO CUCTEMDI
3awmtbl NAH Ha meponpusatum OcHOBHAA nporpamma Ypanbckoro ¢popyma "KnbepbesonacHocTb B puHaHcax"
18-20 peBpana 2026r ocyLLEeCTBASAET OTBETCTBEHHbIN 32 obecneyeHne 6esonacHocTn MNAH.

5.3 OpraHu3auma BbINONHEHUA PaboT MO YyCTAaHOBKE, HAaCTPOMKE M BBOAY B IKCNAyaTaLMIO MPOrPaMMHbIX U
NPOrpammMHO-annapaTHbIX cpeacTs 3awutbl MAH, pa3paboTke OpraHM3aUMOHHbIX Mep no 3awuTte MNAH K
KOHTPO/IIO 3@ COCTOAHMEM cucTembl 3awuTbl MNAH B MHGOPMALMOHHON CUCTEeMe NepPCOHANbHbIX AaHHbIX
meponpuatia OcHoBHaa nporpamma Ypanbckoro ¢opyma "KnbepbesonacHocTb B PpuHaHcax", 18-20 deBpana
2026r Bo3/1araeTcA Ha OTBETCTBEHHOTIO 3a obecneyeHne 6€30NacHOCTU NePCOHabHbIX AaHHbIX.

6 KOHTPO/MIb 3A COB/IIOAEHUEM TPEEOBAHUW 3AKOHOAATENbCTBA POCCMUCKOM ®EAEPALMU B
OTHOLUEHUU OBPABOTKU NAH

6.1 KoHTponb 3a cobnogeHnem TpeboBaHMI 3akoHopaTesnbcTBa Poccuiickont ®Pepepaunm B obnactm MAH
NPOU3BOAMUTCA C LeNblo:

- NPOBEPKM COOTBETCTBMA 06paboTKu MNAH AaHHbIM TpeboBaHMAM;
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- NPOBEPKM COOTBETCTBMA NPUMEHAEMbIX Mep No 3awwmTte MNAH gaHHbIM TpeboBaHMAM;

- MPUHATUA Mep, HanpPaB/IEHHbIX HA BbIAB/IEHME U NPeAOTBPALLEHME HAPYLWEHWI AaHHbIX TpeboBaHUI;

- BblABNE€HMA BO3MOXHbIX KaHaN0B yTeuku MOH;

- YCTPAHEHMA NOCNeACTBUIM BO3MOXKHbIX HapyLLEHWUA.

KoHTponb 3a cobnoaeHnem TpeboBaHMIM 3aKkoHogaTeNnbCTBa Poccunitickot epepaunm B obnactn obpabotkm MNAH
BO3/1araeTcA Ha OTBETCTBEHHOIO 3a opraHm3aumtio obpabotkm MOH.

7 KOHTPOJ1b COCTOAHUA 3ALLULLEHHOCTU NAH

7.1 KOHTpOAb cOCTOAHUA 3awmweHHocTM MNMOH ocywecTsaAeTcA € Lenbto

CBOEBPEMEHHOr0 BbIABNEHUA U NpefoTBPaLLEHUA HECAHKUMOHNPOBAHHOIO aoctyna K MNAH, npegHamepeHHbIX
NPOrpaMmMHO-TEXHUYECKMX BO3AENCTBUI Ha NH 1 oLeHKM 3OPEKTUBHOCTU UX 3aLLMUTDI.

7.2 KOHTpOANb 3aK/04aeTca B NPOBEPKE BbINOJHEHMA NPABOBbIX 3aKOHOAATE/IbHbIX U HOPMATMBHbIX aKTOB NO
Bonpocam 3awmTbl MOH, a TakKe B oueHKe 060CHOBAHHOCTY M 3QPEKTUBHOCTU NPUHATLIX Mep 3awwnTbl MAH.

7.3 Mo pe3ynbTaTaM KOHTPOAS AaeTcA oueHKa 3PpPEeKTUBHOCTU MPUHATbIX Mep 3awmTtbl MNAH. 3awmTta MNAH
cuntaetca apPeKTUBHOM, ECN NPUHMMAEMbIE MEPbI COOTBETCTBYHOT YCTAHOB/IEHHbIM TPEOOBAHNAM U HOPMaM.
HecooTBeTcTBME Mep YCTAaHOB/AEHHbIM TpeboBaHMAM M HOopmam no 3awmTte [NAH ABNAETCA HapylleHUeM.
Pe3ynbTaTbl aHaAM3a NEPUOANYECKOTO KOHTPO/IA, YCTaHOB/IEHHbIE MPUYNHbI HAPYLWEHMN, PEKOMEHAALMN NO UX

YCTPAHEHMIO CYKAT OCHOBOM A8 NPUHATUA COOTBETCTBYIOLLMX PELLEHWA.
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